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HasnayeHne nporpamMmmbl W

1. HABHAYEHMUE NMPOIrPAMMbBI

1.1. MporpaMmmHoe obecneyeHne yctaHaBNnMBaeTCAaA Ha KOMMyTaTop.

KommyTatop — YCTpPOWCTBO, nNpefHasHaydeHHoe [ns COefMHEHUS HECKOSbKUX  Y3rioB
KOMMbLIOTEPHOM CeTu B npefeniax OAHOro UM HECKOSbKMX CErMeHToB ceTu. B oTnnume ot
KoHUeHTpaTopa (1 yposeHb OSI), KoTopkI pacnpocTpaHseT Tpadumk OT OGHOMo NOAKMIOYEHHOIO
YCTPOMCTBA KO BCEM OCTalbHbIM, KOMMYyTaTop nepefdaéTt AaHHble TOSbKO HenocpeacTBEHHO
nonyyaTento (MCKNOYEHWE COCTaBNseT LUMpOKOBeLLaTernbHbI TpaduK BCEM Yy3nam CeTu U
Tpadmk Ons yCTPOWCTB, ANA KOTOPbIX HEM3BECTEH UCXOOAWMW MOpPT KOMMyTaTopa). JTO
noBbILLaeT NPOM3BOAUTENBHOCTL M BE30NACHOCTb CeTU, U36aBnsst OCTarbHblE CErMEHTbLI CETH
OT HeobxogMmocTM (U BO3MOXHOCTW) obpabaTbiBaTb [daHHble, KOTOpble WM He
npegHasHavanuch.

KommyTaTtop xpaHuT B namstu (T.H. accounmaTMBHON NamaTn) Tabnuuy KoMMyTaumm, B KOTOPOW
ykasblBaeTcs cooTtBeTcTBue MAC-agpeca ysna nopTty kommyTtatopa. [lpu  BknoveHun
KomMmyTaTopa 9Ta Tabnuua nycta, u oH paboTaeT B pexvme obyydyeHusi. B atom pexume
noctynawwme Ha Kakon-nmbo nopT [aHHble nepefalTcss Ha BCe OCTanbHble MOpPThI
KommyTaTopa. [lpu 3TOM KOMMYyTaTOp aHanuaupyet dpenmbl (Kagpbl) W, onpegenve
MAC-agpec xocTa-oTnpaBuTens, 3aHOCUT ero B Tabnuuy Ha HekoTopoe Bpemsi. Bnocneacteum,
€Cnnu Ha OAWH W3 MNOPTOB KOMMYyTaTopa MNOCTYNUT Kagp, NpefHasHayeHHbld Ons XOCTa,
MAC-agpec KOTOpOro yxxe ecTb B Tabnuue, 1o 370T Kagp byaet nepegaH TONbKO Yyepes nopr,
yKasaHHbl B Tabnuue. Ecnn MAC-agpec xocTa nosiydaTtensi He acCouMMpoBaH C KakumM-nmbo
nopToM KOMMYyTaTopa, TO Kagp OydeT oTnpaBneH Ha BCe MOPThI, 3@ UCKINOYEHMEM TOro NopTa,
C KOTOpPOro oH 6bin nony4veH. Co BpeMeHeM KOMMyTaTop CTPOUT Tabnuuy ANns BCEX aKTUBHbIX
MAC-agpecoB, B pesynbTtaTte Tpaduk nokanmsyetcsa. CTOUT OTMETUTb Marylo NaTEHTHOCTb
(3ageprkKy) 1 BbICOKYIO CKOPOCTb MEPECLINKN Ha Kaxgom NopTy nHTepdenca.

[na BpemMeHHOro xpaHeHusa (OperMOB M MOCHeaylLWen UxX OTAPaBKM MO HY)XHOMY ajpecy
KOMMyTaTop MOXET wucnonb3oBatb 6Oydepusauuto. bydepusaumss MoxeT ObiTb Takke
ncnonb3oBaHa B TOM criyyae, Korda nopT NyHKTa HasHadeHus 3aHAaT. bBydepom HasbiBaeTcs
obractb NaMATK, B KOTOPOM KOMMYTaTOP XpPaHWUT nepegaBaeMble AaHHbIE.

bycdep namatm MoOXeT MCnonb3oBaTb ABa METO4a XpaHeHUss U OTnpaBkuM (OPEnMOoB:
Oydepusauusa no noptam n dydepmsaums ¢ obwen namatelo. MNpn 6ydepusaumm no noprtam
nakeTbl XPaHATCH B ovepensax (queue), KOTopble CBA3aHbl C OTAENbHBIMU BXOOHBIMY MOpTaMu.
MakeT nepedaétca Ha BbIXOOAHOW MOPT TONbKO TOrAda, Korga Bce dpenmbl, HaxoguBLUMECS
Brepeaun Hero B odepeaun, 6oinn ycnewHo nepedaHbl. [1pn aToM BO3MOXHa cuTyauus, korga
O4VH hperiM 3adepxmBaeT BCIO oYepeb M3-3a 3aHATOCTU NopTa ero NyHKTa HasHayvyeHuns. JTa
3afepxka MOXeT NpoucxoauTb Aaxe B TOM criyyae, Korga octanbHble operMbl MOryT ObiTb
nepeaaHbl Ha OTKPbITbIE MOPTbl X MYHKTOB HA3HAYEeHMS.

Mpn Gydepunsaumm B oOwen namatm Bce perimbl XpaHAaTcss B obwem Oydepe namsartw,
KOTOPbINNCNONb3yeTCH BCeMu nopTamm KoMmyTaTopa. Konmyectso namaTu, OTBOAMMOM NOPTY,
onpegensetcsa TpebyembiM emy KONMMYECTBOM. Takom MeTOoA Ha3biBaeTCs AWHaMUYECKUM
pacnpegenennem OydepHon namstu. [locne atoro dpermbl, HaxoguelumMeca B OGydepe,
ANHAMNYECKN pacnpedensaloTcs BbIXOAHbIM MopTam. 3TO MO3BOMSET NONyyYntb periMm Ha
OZHOM NopTe 1 OTNpaBUTb €ro ¢ Apyroro nopTa, He yCTaHaBnMBas ero B oMepeb.

KommyTatop noggepxwvBaeT KapTy MOpPTOB, B KOTopble TpebyeTcsa oTnpaButb perMbl.
OumncTKa 3ToM KapThl NPONUCXOANT TONBKO MOCHE TOro, Kak OPENM yCneLuHO OTMNPaBIieH.
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2. OCHOBHbIE HACTPOUKU NMPOrPAMMBbI
2.1. HacTtponka SNMP

2.1.1. BBegeHue B SNMP

SNMP (Simple Network Management Protocol) aensietcss ctaHgapTHbIM NPOTOKOSIOM CETEBOMO
yrnpasneHns, KOTOPbIN LLUMPOKO UCMOMb3yeTCcs B yNpasneHum KoMnboTepHbiMn cetammu. SNMP
asnseTca passuBatowmmcsa npotokorioM. SNMP v1 [RFC1157] aBngaetca nepBon Bepcuemn
npotokona SNMP, koTopas aganTtMpoBaHa K OrpOMHOMY 4WUCIy NpousBoauTenen CBOew
npocToTon 1 nerkocTbto BHeapeHns; SNMP v2c asnsetcs ynyvweHHon Bepcnert SNMP vi.

SNMP-npoTokon obecneynBaeT NnpocTon cnocod obmeHa mHdopmaumnen ynpasneHms CeTblo
Mexay oBymsi Todkamm B ceTu. SNMP ncnonb3yeT MexaHn3m 3anpoCcoB 1 nepegaeT coodLeHns
yepe3 UDP (npotokon 6e3 yCTaHOBMEHUS COeQUHEHNS TPAHCMNOPTHOMO YPOBHS), NO3TOMY OH
XOPOLUO NOAAEPKMBAETCS CYLLECTBYHOLLUM KOMMLIOTEPHBIMU CETSAMU.

SNMP-npoTokosn uMCnonb3yeT pexuMm CcTaHuuu-areHta. B aTon CTpykType ecTb [Be
coctaensawowme: NMS (Network Management Station) u areHT. NMS aBnsetcsa pabouyen
CTaHuMen, Ha KOTOPOW CTOUT KnneHtckasa nporpamma SNMP. 31o aapo SNMP-ynpaBneHus
ceTbto. AreHT cepBepHOro nporpammMmHoro obecnedyeHus paboTaeT Ha yCTPOMCTBaXx, KOTOpble
HyxxgatoTca B ynpasneHun. NMS ynpasnset Bcemn obbektamu vepes areHToB. [porpamma
nogaepxuBaeT PyHKUMN areHTa.

Ceasb mexgy NMS wu areHtom npoucxoaut B pexunme KnuneHt-Cepsep, obmeHuBasichb
ctaHgapTHbiMn coobleHmnsamn. NMS nocbinaeT 3anpoc, u areHT oTBevyaeT. ECTb cemb TUNoB
SNMP-coobLeHui:

o Get-Request;

o (Get-Response;

o (Get-Next-Request;
o Get-Bulk-Request;
e Set-Request;

e Trap;

¢ Inform-Request.

NMS cBs3bIBaeTcss C areHToM C nomoulbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu nony4eHMn 3anpocoB, OTBEYAET COOOLEHNEM
Get-Response. O HeKkOTOpbIX cneumanbHbIX CUTyauusiX, Takux, Kak U3MEHEeHUs CTaTycoB
CceTeBbIX MOPTOB YCTPOMCTBA MMM U3MEHEHMS TOMOMOMMU CeTW, areHTbl MOryT OTNPaBnsATb
cneumanbHble coobLieHna 06 aHomanbHbIX cobbITuax. Kpome toro, NMS moxeT 6bITh Takke
YCTaAHOBIEH AN NpenynpexneHnss HEKOTOPbIX aHOManbHbIX cobbITUA, akTuBupys RMON
dyHkumto. Korga cpabatbiBaeT onpefeneHHoe npaBumio, areHTbl OTNPaBnsAloT COOOLIEHNs B
XXypHarnbl COGbITUIA B COOTBETCTBMM C HACTPONKaMM.

2.1.2. BBegeHune B MIB

NHdopmauusa ynpaeneHna cetbto goctyna B NMS KoppeKkTHO onpefeneHa U opraHnsoBaHa B
MHdopMaumoHHo ©Gase ynpaenenus (MIB). MIB aTo npeponpeneneHHass nHdopmauus,
KoTopass MoxeT ObiTb [OCTyrnHa 4epe3 NpPOTOKOMbl YrNpaBfieHWs CeTbio, BO BCEW CBOEeW
MHOrOCNONHOCTU U CTPYKTYpUpoBaHHOM BuAe. [NpegonpeaeneHHaa nHopmauusa ynpasneHus
MOXeT ObITb MosnydyeHa nyTeM MOHUTOpPUHra ceteBbix ycTponcTB. ISO ASN.1 onpegenset
ApeBoBuAHYI0 CTPYKTYpY Ana MID, cooTBeTCTBEHHO Kaxablh MIB opraHusyeT BClO OOCTYMHYO
WHpopMaumio B Buae Takom CTPykTypbl. Kaxabii ysen atoro gepesa cogepxut OID
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(moeHTMdMKaTOp 06bEKTA) N KpaTKkoe onmncaHue yana. OID npeacraenseT cobon Habop Lenbix
yucern, pasgeneHHblX TodkamMu U MOXeT OblTb  WMCNonb3oBaH [Ansi  onpefeneHns
MeCTOMNOMNOXeHUs y3na B ApeBoBuaHON CTpykType MID, kak nokasaHo Ha PucyHok 1.

Root

Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

PucyHok 1. Npumep gepesa ASN.1

Ha PucyHok 1 OID obbekta A gaensetca 1.2.1.1. NMS mMoxeT HalTu aTOT 0OBbEKT Yepes aToT
yHukanbHbein OID 1 nonyuntb cTaHAapTHble nepeMeHHble obbekTa. MIB onpegenset Habop
CTaHA4apPTHbIX NepeMEeHHbIX A1 MOHUTOPUHIa CeTeBbIX YCTPOWCTB, Cneays 3TON CTPYKType.

Ecnn nndopmaums o nepemeHHbix MIB-areHTa gomkHa ObiTb NPOCMOTpEHa, HEO6X0AMM 3anycK
nporpammMmHoro obecneyennsa npocmotpa MIB Ha NMS. MIB B areHTe OOblMHO COCTOMT M3
nyénnyHoro MIB n 4vactHoro MIB. Ty6nuynHbin MIB cogepXuT OTKpbITYO MHOpMauuio
yrnpaeneHns ceTblo, kKoTopas MOXeT ObiTb gocTynHa ans scex NMS, yacTtHein MIB cogepxut
KOHKPETHYI0 MH(OpMauuio, KOTopas MOXeT ObiTb MNPOCMOTPEHa W  KOHTponupyeTcs
noagepXXkon nponssoguTens.

MIB-I [RFC1156] 6bina nepeon peanusauuen nyonuyHbix MIB SNMP, n 6bina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwupsaet MIB-l n coxpandet OID gna MIB-gepesbes B MIB-I.
MIB-Il, cogepXuT BrOXeHHble OepeBbsi, KOTOpble Takke HasbiBaloTcA rpynnamn. O6bLEKTbI B
3TUX rpynnax OxBaTbiBalOT BCe (PyHKUMOHanNbHble obnactm B ynpasneHuu cetbio. NMS
nony4vaeT uHdopmaumio 06 ynpaeneHun cetbio npocmatpmeas MIB Ha SNMP -areHTe.

Mporpamma moxeT pabotaTthb B kadectBe SNMP-areHTa, a Takke nogaepxusaet SNMP v1/v2c.
Tawke nporpamma nogaoepxmBaeT ©OaszoBble MIB-Il, RMON ny6nuuneie MIB wn gpyrue
ny6nuyHele MID, Ttakve kak Bridge MIB. Kpome Toro, nporpamma noggepxuBaeT
CaMOCTOSTENBbHO onpeaeneHHble YacTHble MIB.

2.1.3. Tunn4yHble Nnpumepbl HacTponkn SNMP

IP-agpec NMS 1.1.1.5.

KoHurypaums nporpamMmel, 3anmcaHa HUxe:

snmp-server sysname "MUEV"

!

snmp-server community "read" ro

snmp-server community "write" rw

snmp-server host 1.1.1.5 traps version 2 "read"
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snmp trap link-status all

snmp-server sysname voentelecom

NMS moxeT Mcnonb3oBaTb HYaCTHYHK CTPOKY COO6LL|,eCTBa ana goctyna K nporpamMmme Aand
YTEeHUNA N 3arfncun p33peLIJeHVIl7I N1 ncnonb3oBaTb I'Iy6]'||/|‘-l HYH CTPOKY COO6LL|,eCTBa ana gocrtyna
K nporpamMmmMe TOJ1bKO Ad YTeHUA paapeLueHl/l|7|.

2.2. MogepHM3auusa CUCTEMbI

Mporpamma npegoctaBnsieT ABa cnocoba obHoBneHus: obHoeneHne Yepe3 TFTP u FTP.

2.2.1. CuctemHble thannbl nporpamMmmbl

dann obpasa cuctembl BKMoYaeT B cebs cxkaTtble hannbl annapaTtHbIX ApanBepos, annbl
nporpamMmmMHoro obecneyeHus U T. 4., 370 To, YTO Mbl 006bI4HO Ha3sbiBaeM «STK file». STK-cann
MOXeT BbITb coxpaHeH Tonbko B FLASH ¢ onpegeneHHbIM Ha3BaHMeEM ***** stk.

lMporpamma npegocTaBnsaeT Monb3oBaTentd [ABa pexmma obHoBneHusi, TFTP- wu
FTP-o6HoBneHue B pexunme Shell.

2.2.2. BBepeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sBnstoTca npoTtokonamu
nepegayn annos, oHM oba nMpuHagnexaT K YeTBEePTOMY YPOBHIO (YPOBHIO MPUITOXEHWU) B
TCP/IP-cTeke NpOTOKOMOB, MCMOMNb3yeMOMy ANisi nepegadn hannos mMexagy KOMMbTepamu,
y3namu n nporpammammn. Oba oHM nepefatoT dansibl B KIIMEHT-CepBepHON mogenu. PasHuua
MeXay HAMU onncaHa HUxe.

FTP ocHoBaH Ha npoTokone TCP ansa obecneveHust HageXHOW CBA3N W TPaHCMOPTUPOBKM
noToka AdaHHbIX. TeM He MeHee, OH He rpegycMmaTpmBaeT npouenypy asTopu3auuuM Ons
Joctyna Kk damnam M MUCNonb3yeT NpOCTOM MexaHu3Mm ayTeHTudukauum (nepedaeTr mnms
nonb3oBaTtens u naponbe ANns ayTeHTudukaumm B Buae NnpocToro Tekcta). [Npu ncnons3osaHum
FTP ansa nepegayv gannos, OMMKHbI OblTb YCTAHOBMNEHbI ABA COEANHEHUS MeXAY KITMEHTOM U
cepBepoM: yrpasnsiLlee cCoeanHeHNe N coeguHeHne nepenaydv gaHHblX. [lanee gomkeH 6biTb
nocrnaH 3anpoc Ha nepegadvy oT FTP-knueHta Ha nopt 21 cepBepa Ans yCTaHOBIEHMS
ynpaensawLwero CoeAnHEeHWA U CcorracoBaHWsa nepefayun [OaHHbIX Yepes ynpasnswollee
coeguHeHue.

CyLLl,GCTByeT OBa TUna Takux CoOeAMHEHUIN: aKTUBHbIE U MNAaCCUBHbIE COEANHEHUS.

Mpn akTMBHOM MOAKMIOYEHMM KMMEHT nepedaeT ero agpec U Homep rnopTa Ans nepegayu
OaHHbIX cepBepy, ynpasnsiollee coeguHeHVWe noaaepXmBaeTcs OO0 3aBepLleHus nepenayu
3TUX OaHHbIX. 3aTeM, UCNonb3ys aapec n HoMep nopTa, NpefoCTaBNEHHbIXKIMEHTOM, cepBep
yCTaHaBnMBaeT coegmHeHne Ha nopT 20 (ecrnu He 3aHAT) ANa nepedayn gaHHblx, ecnv nopt 20
3aHAT, cepBep aBTOMaTUYECKN reHepupyeT APYron HoMep nopTa Afs YCTaHOBKM COeANHEHUS.

Mpy NaccMBHOM NOAKMIOYEHUWN, KMMEHT Yepes ynpaeBnsiolee COeAUHEHWE MPOCUT cepBep
yCTaHOBUTb NoAkmntoyeHne. 3aTtem cepBep co3aaeT CBOMW NOpPT Anst NPOCyLUMBAHNUSA AaHHbIX U
yBEOMIISIET KNIMEHTa O HOMepe 3TOro MopTa, Aariee KNMEHT yCcTaHaBnMBaEeT CoeauHeHue C
yKa3aHHbIM MOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obecneuvBawowmm cnyx0y nepegadv AaHHbIX 6e3
NnoaTBEPXXAEHMS OOCTaBkM U 0e3 ayTeHTUdmkaumm n aetopmsaumn. OH obecneumBaeT
npaBuIbHY0 Nepegavy AaHHbIX NyTEM MexaHu3Ma OTNpaBky U NOATBEPXKOEHWUS U MOBTOPHON
nepefaun Tanm-ayt nakeToB. [Mpeumywectso TFTP nepen FTP B TOM, 4TO nepBbIn ropasgo
npoLe n nMeeT HU3KNE HaknagHble pacxodbl nepedayn SaHHbIX.
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Mporpamma moxeT paboTtath kak FTP/TFTP-knueHT unu cepeep. Koraa nporpamma pabotaeT
kak FTP/TFTP-knueHT, dannbl KOHUrypauum un cuctemHble damfibl MOXHO 3arpysvTb C
yaaneHHoro FTP/TFTP-cepBepa (3TO MOryT ObITb Kak XOCTbl, Tak U ApyrMe nporpammbl) 6e3
yuwepba gna ero HopmanbHon paboTbl. W Takke MoxeT ObiTb NONy4yeH CnMcok bannosB C
cepBepa B pexume FTP-knneHTa. KoHeyHO, nporpamMmma MOXeT Takke 3arpy3uTb Tekylime
KOH(pUrypaumoHHble annbl U cucteMmHble ¢annbl Ha ypaneHHbln FTP/TFTP-cepep (aTo
MOryT ObITb Kak XOCTbl, Tak W pgpyrme nporpammbl). Korga nporpamma paboTtaeT kak
FTP/TFTP-cepBep, oH MOXeT obecneuntb 3arpy3Ky 1 BbIrpy3Ky bannos ans aBTOPU30BaHHbIX
FTP/TFTP-knneHToB.

Hwxe HekoTOpble TePMUHBI, YacTo ucnonbdyemole B FTP/TFTP.
ROM: CokpauweHHo oT EPROM, CI13Y. EPROM 3ameHsaeT FLASH-namsaTb B nporpaMmme.

SDRAM: O3Y B nporpamme, kKoTopasi ucnonb3yeTcs Ans paboTbl CUCTEMbI U NPOrPaMMHOrO
obecrneyeHuns], a Takke XpaHUnuLLa NocneaoBaTenbHOCTU KOHGUIypaLuu.

FLASH: o®naw-namMate wucnonb3yeTcd [Ans XpaHeHua dannoB cuctembl U hanna
KOHcpurypaumu.

System file: BknovaeT B cebs 06pa3 cMcTeMbl U 3arpy304HbIi dhann.

System image file: ¢painn obpasa cucrtembl BkNtovaeT B cebsa cxkaTble dansibl annapaTHbIX
apansepos, ¢annbl NporpaMMHOro obecnedeHns, 3To TO0 YTO Mbl 0ObIYHO Ha3sbiBaeM «STK
file». STK- dpann moxeT BbITb coxpaHeH Tonbko B FLASH. Nporpamma no3sonseT 3arpys3ntb
dann obpasa cuctembl Yyeped FTP B pexunme Shell Tonbko ¢ onpegeneHHbiM Has3BaHUEM
nos.stk, apyrve dannsl STK ByayT OTKNOHEHbI.

Boot file: HeobGxogmmbl 4ns 3arpy3ku 1 3anycka nporpaMmmbl, 3T0 TO, YTO Mbl OObIYHO HAa3bIBaeM
«ROM file» (moryT 6bITb CxaTbl B STK-bannbl, €CNn OHU CRnLWKOM B0MbLLMX pa3mepoB).

Configuration file: BknovaeT B cebs hann HavyanbHOW KOHUrypaumum n dann TeKyLlen
KOH(urypaumun. PasHuua B CBOMCTBaAx Mexgy 3TuMn dannammu nossonsieT obnerdntb
pe3epBHOE KOMMPOBaHME N OOHOBIIEHNE KOHUIypaL i

Start up configuration file: 370 nocnegoBaTenbHOCTL KOMaHA KOHAUrypaumm, ncrnonb3yemas
npu 3anycke nporpammbl. Pann HavanbHOM KOHMUIypauum XpaHUTCHA BIHEPrOHE3aBUCHMMOWN
namsitn. Ecnn yctponcteo He nogaepxueaet CF, dann koHdurypaumm xpaHuTcsa TOMbKO BO
FLASH. Ecnn yctponcteo noagepxmsaetr CF, dann  KOHurypaumm XpaHUTcs BO
FLASH-namatn nnu CF. Ecnu ycTponCcTBO NogaepXmMBaeT MynbTUKOHMUIYpaLUNOHHBLIA dhann,
OHW OOMXKHbl UMeTb paclwupeHune .cfg, nmsa no ymonuyaHuto startup.cfg. Ecnm yctponcteso He
noagepXxmeaet MYNbTUKOHUIYpaunoHHbIA cann, nMma danna HavanbHOW KOHurypauum
OOIKHO 6bITh startup-config.

Running configuration file: 3710 Tekywasa (running) nocnegoBaTeflbHOCTb KOMaHA
KOHdoUrypaumm, ncnosbdyemasi nporpamMmmMon. TekyLmn KoOHOUIypaumMoHHbIn hansn XxpaHuTcs B
onepaTtuBHon namsitn. B npouecce paboTbl Tekywasi koHdurypaumsi running-config moxer
ObITb coxpaHeHa u3 RAM Bo FLASH-namsaTb kOoMaHgow «write» unm «copy running-config
startup-config».

Factory configuration file: dann koHdurypauumn, nocTtaBnsieMbli C MPOrpaMmon, Tak
Ha3biBaembi factory-config. [na Ttoro, 4tobbl 3arpy3anTb 3aBOACKOM hans KOHUrypaumum u
nepesanncaTb dann HavanbHOW KOHUrypauumn, Heo6xoaMmo BBECTU KOMaHAbI erase startup-
config, a 3aTem nepesarpy3antb NnporpaMmmy.

2.2.3. NMpumep o6HOBNEeHUA NpownBKkKu Yepes FTP/TFTP

HacTtpoinkn ogmHakoBbl anga IPv4- n IPv6-agpecoB. Ha PucyHok 2 npumep 3arpyskm nos.stk
danna FTP/TFTP-knneHTOM nokasaH Tonbko ans IPv4-agpeca.
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/ 10.1.1.2

A

H

PucyHok 2. 3arpyska nos.stk canna FTP/TFTP-knneHTom

W19
il

CueHapun 1: Wcnonb3oBaHue nporpammbl B kadectBe FTP/TFTP-knueHta. [Nporpamma
coeavHsieTca  OAHMM M3 CBOMX MOPTOB C  KOMMbIOTEPOM, KOTOPbLIA  SABNSETCS
FTP/TFTP-cepepom c IP-agpecom 192.168.1.2, nporpamma gencreyeT kak FTP/TFTP-knueHT,
IP-agpec nHtepdenca VLANT nporpammbl 192.168.1.2. TpebyeTcs 3arpy3uTb davn "nos.stk”
C KOMMblOTEPA B NPOrpaMmy.

[anee onucaHa npoueaypa oOHOBNEHMS NPOrpamMmmbl:
switch#copy tftp://192.168.1.2/nos.stk backup

MOOE. ... TFTP
SetServerIP. ..., 192.168.1.2
Path . /

Filename ..., nos.stk
Data TYPE ..coevveeeviee e, Code
Destination Filename...................cceceeen. backup

Management access will be blocked for the duration of the transfer.
Are you sure you want to start? (y/n) — gna FTP

switch#copy ftp://switch@192.168.1.2/nos.stk backup
Remote Password:*****

MOOE. ... FTP
SetServer P, 192.168.1.2
Path /
Filename .....cooooeeeieiiie, nos.stk
Data TYPE ..ccoiieeeviicee e, Code
9
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Destination Filename..................ceeeee. backup

Management access will be blocked for the duration of the transfer.
Are you sure you want to start? (y/n) - ana TFTP

switch #boot system backup
Activating image backup .. — Bbibupaem next-active stk-coann

switch#show bootvar

Image Descriptions

active:
backup:

Images currently available on Flash
unit active backup current-active next-active

1 8.1.0.3 8.1.04 8.1.0.3 8.1.04

2.3. KoHdurypmpoBaHue nopTtoB

2.3.1. BBepgeHune

B nporpamme cywecTtBytoT kabenbHble © koM6o-nopThl. KombGo-nopT MoxeT 6biTb
ckoHdurypmpoBaH kak 1000GX-TX-nopT, Tak 1 kak ontnyeckmin SFP Gigabit-nopT.

Ecnn nonb3oBatenb xo4eT CKOHUrypMpoBaTb CETEBOW MOPT, OH MOXET BBECTU KOMaHAy
«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYIOLUMIN PEXMM KOHUrypauum
nopta, rge <interface-list> cogepXut oaMH MM Heckonbko noptoB. Ecnu <interface-list>
COOEPXUT HECKONbKO MOPTOB, HOMEpPAa MOPTOB pasAenialoTCs cneunanbHbIMU CUMBOMAMM «,» U
«-», TOE «,» MCMnonb3yeTcs ANs NepedncrieHnst MopToB, a «-» - AN yKasaHusl guanasoHa
HoMepoB nopToB. NMonoxum, onepaumsi 4ormkHa ObITb BbiNONHEHA Hag nopTamu 2,3,4,5. Torga
KomaHga OygeTt BbirnageTb Tak «interface ethernet 1/0/2-1/0/5». B pexume KoHdurypauum
nopTa MOXHO M3MEHSATb CKOPOCTb, PEXMM OYyNIieKca U HacTpamBaTb yrpaeneHne TpaddduKom,
Nnpu 3TOM AaHHbIE U3MEHEHUST TPEOYOT COOTBETCTBYIOLLUNX M3MEHEHMI HA OTBETHLIX CETEBbLIX
nopTax.

2.3.2. NMpumep KoHcpUrypupoBaHus nopra

(Config)#interface 1/0/2

(Interface 1/0/2)# bandwidth-control 1024 both/orpaHnyeHne nonocbl  NPOMyCcKaHUS
nHTepdenca B kbps.

BkntoveHune yHkumMoHana storm-control:

10
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(Switch) (Config)#interface 1/0/1
(Switch) (Interface 1/0/11)#storm-control broadcast
(Switch) (Interface 1/0/11)#storm-control broadcast rate 64

(Switch) (Interface 1/0/11)#storm-control multicast
(Switch) (Interface 1/0/11)#storm-control multicast rate 64
(Switch) (Interface 1/0/11)#storm-control unicast

(Switch) (Interface 1/0/11)#storm-control unicast rate 64
(Switch) (Interface 1/0/11)#exit

(Interface 1/0/2)#speed 100 full-duplex/koHdurypmpoBaHmne ckopocTu 1 gynnekca nHtepdeica.
2.4. KondurypupoBaHue VLAN

2.4.1. HayanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas rokanbHas ceTb) — TexXHOMorus,
pasgenswowan nornyeckne agpeca yCTPOWCTB B CeTW ANA OTAENeHUs CerMeHTOB CeTu B
3aBUCUMOCTU OT (PYHKLUMKW, BbIMOSIHAEMbIX YCTPOMCTBAMMU, MNPUINOXEHUA unu TpeboBaHWN
ynpasneHns. Takum obpasoM, BUpTyarbHble foKanbHble rpynnbl MOryT opmMuMpoBaTbCs
He3aBUCMMO OT m3mnyeckoro pacnonoxeHus yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q ana craHpgaptusaumn npumeHeHns VLAN. VLAN Ha kommyTtaTtope pabotaeT B
COOTBETCTBMM C 3TUM NpoTokonom. OcHoBHast nges TexHonorum VLAN B ToMm, 4TOGbI pasgenuTb
AVHaMu4eckn 6orbLUYIO NOKanbHYK CeTb HAa HECKOMNbKO HEe3aBUCUMBbIX LUMPOKOBELLaTENbHbIX
AOMEHOB B COOTBETCTBUM C TpeboBaHNAMU, NPpeabABNAEMbIMU K CETU.

Kaxabii wmpokoBelaTenbHbli gomeH Ha pucyHke sensetcs VLAN. VLANbI umetoT Te xe
CBOWMCTBA, 4YTO W puU3nYeckme ceTu, 3a WUCK4YeHuem Toro, 4yto VLAN — noruyeckoe
obbeanHeHue, a He msmnyeckoe. MNMoatomy ob6beanHeHne VLANOB MOXET co3gaBaTbCs BHE
3aBUCMMOCTU  OT  (PU3MYECKOro pacnosfioKeHust YCTPOMCTB U LUMPOKOBELLATENbHbIN,
MHOronosb30BaTENbLCKUI U ogHOMNONb3oBaTeNbckin Tpaduk BHYTpM VLAN oTaeneH ot gpyrnx
VLANoB. bnarogaps BblwenepeuncrneHHbiM ocobeHHocTsm, TexHonormst VLAN obecneunBaet
cneayrowme npenmMyLecTsa:

e yny4laeTcsi NPOM3BOANTENBHOCTb CETH;
e 3KOHOMSITCH CeTeBble pecypchl;

e yNpoLlaeTcs ynpaBneHne ceTbio;

e CHWXaeTcs CTOMMOCTb CEeTH;

e yny4uwaeTtcsi 6e30nacHOCTb ceTu.

Ethernet-nopTbl kKOMMyTaTOpa MOryT paboTaTb B TPEX pasnuuyHbIX pexmnmax: Access, Hybrid n
Trunk. Kaxkgblin pexxmm MMmeeT CBoWN cnocob Nepechbisiki NakeToB, C MeTKoM unun 6e3. MNMopTel TMNa
Access npuHagnexat Tonbko ogHoMy VLAN. OGbIMHO OHM MCNONb3YIOTCS AN NOAKII0YEHNS K
komnbtoTepy. MopTel TMNa Trunk no3BonAlT nepecbinaTte nakeTbl Heckonbknx VLANoOB. OHu
MOryT WCNONb30BaTbCs AN COEAMHEHUA Mexdy KOMMyTaTopamMn WM  NOAKIHYEHMUS
nosib3oBaTenbCKkUX yCTponcTB. MMopThl Tuna Hybrid Takke no3BondawT nepeckbiniatbh MakeThbl
Heckonbkux VLANoB. OHM MOryT MCNONb30BaTbCA AN COeOMHEHUS MeXOy KOMMyTaTopamu
Uy NOAKIMIOYEHNA Nosib3oBaTenbCckux ycTponcTB. MopTel TMNoB Hybrid n Trunk npuHumatoT
JaHHbIe MO O4HOMY anropuTMy, HO MeToAbl OTMPAaBKW AaHHbLIX OTNUYaTCA: NOpPThl TMNa Hybrid
MOryT OoTnpaBnATb nakeTbl B pasnuyHble VLANbI 6e3 meTkn VLANa, Torga kak nopTbl TMNa
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Trunk otnpaBnsaoT nakeTbl pa3nnyHbix VLAN Tonsko ¢ meTkon VLANa, 3a nckntoveHmem VLAN,
NPONMCcCaHHOro Ha NOpTY Kak native.

2.4.2. Npumep koHdurypuposaHmsa VLAN

(Switch) #vlan database

(Switch) (Vlan)#vlan 1-100

(Switch) (Vlan)#

(Switch) (Vlan)#exit

(Switch) #configure

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#switchport mode trunk

(Switch) (Interface 1/0/1)#switchport trunk allowed vlan 1-100

2.5. KoHdurypupoBaHue pyHKLMUMN U30NALUN NOPTOB

2.5.1. HayanbHble cBegeHUs1 0 OYHKLMU U30NALUM NOPTOB

M3onauua noptoB — 3TO He3aBUCMMAs MNOPTO-OPUEHTMPOBaHHaa yHKUMs, paboTaroas
Mexay noptamu, KoTopas U3onupyeT NOTOKW pasfnyHbiX NOpToB Apyr oT Apyra.C nomMoLbo
3TOM (PyHKLMKM nonb3oBaTenb MOXET u3onuposaTb NopThl B npegenax VLAN ana coxpaHeHus
pecypcoB VLAN wn ycuneHus cekpeTHocTn ceTtu. [locrne Toro, Kak ata dyHkums 6yget
CKOH(pUrypvpoBaHa, nopTbl B rpynne M3onMpoBaHHbLIX MOPTOB OyAyT n3onupoBaHbl ApYr OT
apyra, B TO BpeMs Kak nopTbl U3 pasnU4HbIX rpynn U3onaumm Unm Hens3onmpoBaHHbLIX MOryT
nepecbinartb AaHHble OpYr APYry COBEpLUEHHO HopMmanbHO. Ha koMMyTaTope MOXeT ObiTb
CkoHdMrypmpoBaHo He 6onee 3 rpynn U3onsaLmMm nopToB.

2.5.2. Mpumep KoHcpUurypaumm cpyHKLUUN N30NsILUMN NOPTOB

(Switch) (Config)#switchport protected 0 name group_1
(Switch) (Config)#interface 1/0/1-1/0/10
(Switch) (Interface 1/0/1-1/0/10)#switchport protected 0

2.6. KoHdurypauma cpyHKuMM nsonsaumm noptoB

2.6.1. BBegeHue B (hyHKLUIO N30SSALUN MNOPTOB

N3onauma nopTtoB — 3TO He3aBUCUMasi MOPTO-OPUEHTUpPOBaHHasA yHKuudA, paboTatoLias
Mexay nopTamu, KOTopasi U3onupyeT NOTOKM pasnunyHbIX NOPTOB Apyr OT gpyra. C noMoLbio
3TOM PYHKUMM NMonb30oBaTeNb MOXET n3onuposatb NopThl B npeaenax VLAN ans coxpaHeHus
pecypcoB VLAN un ycunenmsa cekpeTHocTu cetu. [locne Toro, kak ata dyHKkumsa Oyaet
CKOH(pMrypmpoBaHa, nopTtbl B rpynne U3onMmpoBaHHbIX NOpToB OyayT n3onupoBaHbl Apyr OT
apyra, B TO BpeMs Kak NopTbl U3 pPasnU4YHbIX rpynn M3onauum Unmn Hen3onMpoBaHHbLIX MOryT
nepecbinatb AaHHble Apyr ApYyry COBEPLUEHHO HOopManbHO. B nporpamme moxeT 6biTb
CKOHpMrypmpoBaHo He Gonee 3 rpynn n3onsaumm nopTos.
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2.6.2. TunosBsble npumepbl hyHKLUM N30nAUUKN NOPTOB NokKasaH Ha PucyHok 3.

e1/0/15

Vian

E1/0/10

S

PucyHok 3. Tunosble npumepbl YHKUUN U30SLUUN NOPTOB

W7

MopTtbl €1/0/1, €1/0/10 n e1/0/15 Bce npuHagnexat Kk VLAN 100. TpebosaHue 3aknioyaeTcs B
TOM, 4TO6bI NOCMe BKMIOYEHUA PYHKUMM U30msauum noptos B nporpamme switch1 nopTel €1/0/1
n €1/0/10 B nporpamme He MOrfM CBA3bIBaTbLCA APYr C APYroM u oba MOrnmn CBs3biBaTbCA C
noptom €1/0/15, cmoTpAWMM B ceTb. TO €CTb, CBA3M Mexay NoObiIMM napamMmu HU3 fexalumx
NMOPTOB HET, U B TO XX€& BPEMS CBA3b Mexay MnobbiM HMXenexaLnum U BblLeCTOAWMM NOPTOM
paboTaeT. BhilwecToAawmin nopT MoxeT paboTaTb € NilobbiM MOPTOM HOPMasbHO.

KoHdurypaums nporpammbl S1:
(Config)#switchport protected 0
(Config)#interface 1/0/2-1/0/10

(Interface 1/0/2-1/0/10)#switchport protected 0

(switch) #show switchport protected 0

Member Ports:

1/0/2,1/0/3,1/0/4,1/0/5, 1/0/6,1/0/1,1/0/8,1/0/9, 1/0/10
2.7. KoHdhurypaumsa cpyHKUMM pacno3HaBaHUA NeTNIN Ha NOPTY

2.7.1. BBegeHue B hbyHKLUIO pacno3HaBaHUA NeTiun

C pasBuTtneM ceTeBbIX YCTPOWCTB, BCe Oonblle n Gornblle norib3oBaTerien NogknvaTcs K
ceTn yepes Ethernet-nporpammbl. B npoMbIlINEHHbIX CETAX MOMb3oBaTeNu MonyvarT JoCTyn
Yyepes nporpammbl 2-r0 YPOBHS, YTO NpeabsaABnseT cTporne TpeboBaHus K B3auMOLENCTBUIO
Mexay YCTPOMCTBAMM KaK BHelWHen, Tak W BHyTpeHHenm cetn. Korga Tpebyetca
B3aMMOAENCTBUE Ha 2-OM YPOBHE, COObLLEHME OOMKHO OTMNPaBAaTbCA TOYHO B COOTBETCTBUM
¢ MAC-agpecom Onsi KOppekTHouM paboTbl mMexay nornb3oBaTensamu. YCTpoWCTBa BTOPOro
ypoBHsa 3anomuHaloT MAC-agpeca, nsydasa sxogawme MAC-agpeca NCTOYHMKOB MaKeToB, U
npu MOCTYNfeHUM nakeTa C HEU3BEeCTHbIM afdpecoM WCTOYHMKA OHW 3anucbiBalOT €ro
MAC-agpec B Tabnuuy, 3akpennsas ero 3a noOpToM, OTKyaa npuLLesn 3ToT naket. Takum o6pasom,
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cregytowmii nakeT ¢ AaHHbIM MAC-agpecoM B kayecTBe NopTa HasHaveHus byaeT oTnpaereH
cpasy Ha 31oT nopT. To ecTb agpec cpasy PUKCMpyeTCs Ha NOPTY ANst OTNPaBKN BCEX NAKETOB.

Korpa naketr ¢ MAC-agpecoM UCTOYHMKA, YXKe 3anOMHEHHbIM NPOrpaMMon, NPUXOAUT Yepes
Apyromn nopt, 3anuck B Tabnuue MAC-agpecoB U3MeHsieTCA Takum 06pa3om, 4ToBbl nakeTbl C
AaHHbIM MAC-agpecom HanpaBnsanucb Yepes3 HOBbIN NopT. B pesynbtaTe, ecnu Ha yyacTtke
Mexay OBYMS agpecaTamu cylecTByeT Kakasa-nubo netns, Bce MAC-agpeca 13 cetn BTOporo
ypOBHs ByayT nepecbinaTbCa Ha TOT NOPT, rae cylecTsyeT netnsa (o6blMHO MAC-agpeca B
3TOM Cry4yae C BbICOKOW YaCTOTOW NepeKnoYanTca C OAHOro NopTa Ha ApYron), YTo Bbi3biBaeT
neperpysky n noTtepio paboTocnocobHOCTU ceTn 2-ro ypoBHSA. BoT novemy Heobxoammo
NpoBepATb HanuuMe neTnuM Ha ceTeBbiX nopTax. Korga Ha nopTy onpegensieTca netns,
obHapyxuBLLEe ee YCTPOWCTBO AOMMKHO MOcrnaTe NpeaynpexaeHve B CUCTEMY YynpaBreHus
CeTblo, MO3BONSAS CETEBOMY agMUHUCTPATOPy OBHapPYXUTb, NOKanu3oBaTb 1 pewnTb npobnemy
B CETU.

MockonbKy, cuctema obHapyXeHust neTenb MOXET aBTOMaTMYEeCKM MNPUHMMATb PELLEHUSA O
HanNU4MM NeTnn B COEONHEHUM U €€ MUCYE3HOBEHMMW, YCTPOMUCTBA C (PYHKUMSMMKOHTPONSA Ha
noptax (Takux, Kak M30nsuMs NopTOB U KOHTPOSb 3a 3anomuHaHunem MAC-agpecoB) MoryT
3HAYMUTENbHO CHM3UTb Harpysky C CEeTEeBOro agMMHUCTPATOpa, a TakkKe YMEHbLUUTb BpeMms
peakumm Ha npobnemMy, MUHUMN3NPYS BO3OENCTBME NETIN HA CETb.

2.7.2. Npumepbl PyHKLUM pacno3HaBaHUA NeTNU Ha NOPTY

= =)

A
*

‘a

PucyHok 4. Tunn4yHeln npumMep NOAKIYEeHNs

B npvBeneHHOM Hwxe KOHdurypauum, nporpamMma onpegensieT cyliecTBoBaHvWe neTnvB
Tononorun cetu. Mocne BkNOYEHUS DYHKLUMN pacno3HaBaHUS METAM Ha MOPTY, CMOTPSILLEM
BO BHELLHIOK CeTb, MporpaMmma byaeT yBeAoMIsTb NOACOEAMHEHHYIO CETb O CYyLLECTBOBaHUU
NeTnn 1 KOHTPONMPOBaTb NOPT Mporpammbl Ans obecneyeHnss HopmarnbHou paboTbl AaHHOW
ceTu.

lMocnegoBaTenbHOCTbL KOHGUIypaumm nporpaMmmbl:
(switch) (Config)#spanning-tree

(switch) (Config)#errdisable recovery cause bpdustorm
(switch) (Config)#errdisable recovery interval 300

(switch) (Config)#show errdisable recovery

14

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3310

OCHOBHbIE HAaCTPOWKKN MpOrpaMmbl W
Errdisable Reason Auto-recovery Status

dhcp-rate-limit Disabled

udld Disabled

bcast-storm Disabled

mcast-storm Disabled

ucast-storm Disabled

bpduguard Disabled

bpdustorm Enabled

sfp-mismatch Disabled

Timeout for Auto-recovery from D-Disable state 300

2.8. HacTpouka Port channel

2.8.1. Obwume cBegeHusn o Port channel

[na noHnmaHna TepmuHa nopT-kaHana (Port channel) Hago BBeCTU NOHATUME rpynnbl NOPTOB.
Mpynna noptoB — 3TO rpynna u3nMyeckMx NOPTOB Ha KOHMUrypaumMoHHOM YypoBHE. TONbKO
dm3myeckne nopTbl B rpynne NOPTOB MOryT ObITb YacTblo 06beOUHEHHOro KaHana u ctatb
yneHamn Port channel. Jlormdeckn rpynna nopToB SBNAETCA He NOpPTOM, a HAbopoM MOpPTOB.
Mpun onpegeneHHbIX yCrnoBuax onanyeckne nopTbl B rpynne nopToB NMo3BOSISAOT NOCPeaCcTBOM
obbeamHeHus noptoB ccopmmpoBaTtb Port channel, koTopbin 06nagaet Bcemn CBOMCTBaMMU
fornyeckoro nopta M TakMM 06pa3om CTaHOBUTCS He3aBUCUMbIM JIOTMYECKUM MOPTOM.
Arperauus nopToB — 3T0 abCTpakTHOE NOHATME, NodpasyMeBatoLLee nog cobon obbegnHeHne
Habopa NOpPTOB C OO4MHAKOBLIMW CBOMCTBaMM B fiormyeckuin nopt. Port channel — ato Habop
P13MYECKNX MOPTOB, KOTOPLIN NTOMMYECKN UCNONb3yeTCs Kak oanH dounandecknin nopt. OH MoXeT
ncnonb3oBaTbCA Mofb3oBaTerieM Kak obOblyHbIA NOpT. OH He MOXeT He Tonbko [06aBuUTb
NPOMNYCKHOM CMOCOBHOCTM Ha CeTb, HO M CNocobeH obecneunTb pe3epBUpOBaHNE COEANHEHNN.
O6blyHO 0ObeauMHeHne NOPTOB MCMONb3yeTcs, kKorga nporpamMma  MOAKMYeHa K
MapLUpyTU3aTopy, KIMWEHTCKOW CTaHuun unm Apyrum nporpammam. Ha pucyHke 5 nokasaHo
arpervpoBaHve nopToB.

PucyHok 5. ArpernpoBsaHue nopTtos
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Kak nokasaHo Bbiwe, nporpamma S1 o6beanHun noptel B Port channel. MNponyckHas nonoca
Port channel paBHa cymme nponyckHbIXx crnocobHoCTen YeTbipex nopToB. Korga Heobxoammo
nepeaatb Tpaduk ¢ nporpaMmmbl S1 Ha S2, pacnpenenenvne Tpadguka bygeT onpeaenstbCa Ha
ocHoBe MAC-agpeca nctodHuka n mnagwero 6uta MAC-agpeca npyemHuka. B pesynbTarte
BblUYMCINEHUA onpeaensieTcs, kakon nopt OyaeTt nepeaasaTb Tpadmk. Ecnu oanH nopt B Port
channel HeucnpaseH, Tpaduk OygeT nepepacnpenenaTbCs Ha Apyrve nopTbl NOCPEACTBOM
anroputma pacnpegeneHus. [JaHHbIN anropuTtM Nogaep>KnuBaeTcs annapaTHo.

[nsa npasunbHon paboTbl Port channel Heo6xoanmo cobnogaTh cneayroLmne ycrnoBus:

1. Bce nopTtbl paboTatoT B peXxume NonHoro gynnekca.

2. Bce nopTbl MEOT OANHAKOBYHO CKOPOCTb.

3. Bce nopTtbl aBnsoTCcA noptamu goctyna v npuHagnexat ogHomy VLAN, mnu Bce oHu
SABMAIOTCA TPAHKOBLIMM MOPTaMM UM OHM BCe rTMOpUaHbIE NOPTHI.

4. Ecnu BCce NopThl ABNATCA TPAHKOBbLIMUW UM TMOPUAHBLIMU, TOr4a CKOHOUIYPUPOBAHHbIE
Ha Hux gonyctumble VLAN n ocHoBHOM VLAN JomKHbI ObITh Y BCEX OANHAKOBLIMM.

Ecnn Port channel ckoHdurypnpoBaH Ha nporpaMmme BPYYHYO UM AUMHAMUYECKWU, cucTema
aBTOMaTM4eCKu HasHavyaeT NopT C HAMMEHbLUMM HOMEPOM MacTep-nopTom Port channela. Ecnin
B nMNporpamMme akTMBMPOBaAH MPOTOKON spanning tree, NpOTOKON MOCTPOEHUs AepeBa
BocnpuHumaeT Port channel kak normyecku nopt v nocbinaetr BPDU nakeTbl 4depes
MacTep-nopT.

Ob6beanHeHe MOPTOB XECTKO CBS3aHO C anmnapaTHOW 4YacTbio nporpamMmebl. [porpamma
No3BONSET arperMpoBaTb COEAUHEHNS MeXAY NoObIMY ABYMSI NpOrpamMmmamMu.

lMocne TOro, kak MOPTbl arperMpoBaHbl, MX MOXHO WCNOMb30BaTb, Kak OObIYHbLIA MOPT.
[Mporpamma wvMeeT BCTPOEHHbLIM pPeXnM KOHUIypUpoBaHWA WHTepdienca arperaumm,
nonb3oBaTeNb MOXET CO3[aBaTb COOTBETCTBYIOLLYIO KOH(UIypaLuuio B 3TOM peXrMmMe TOYHO Tak
Xe, Kak npu koHdurypuposaHmm VLAN nnu gousmyeckoro nHtepdgenca.

2.8.2. Oowume ceBepgeHusa o LACP

LACP — npoTtokon, 6asunpytowmics Ha ctaHgapte IEEE 802.3ad, u peanusyowmn mexaHusm
OnHamMmmyeckoro obbegmHeHns kaHanos. NMpoTtokon LACP ncnonb3yeT nakeTobl LACPDU (Link
Aggregation Control Protocol Data Unit) gns obmeHa nHgpopmaumen ¢ OTBETHbIMM MOPTAMM.

Mocne Toro, kak npoTtokon LACP BktoueH Ha nopTy, AaHHbIA NOPT nocbinaeT naketsl LACPDU
Ha OTBETHbIN MOPT COeAnHeHUs, yBeaoMnss o npuoputete cuctemol, MAC-agpece cuctemsl,
npuoputeTe nopta, naeHTuukaTope nopta M Knwye onepauuun. Korga OTBETHbIM NOPT
nony4yaeT aTy MHdOpPMaLMIO, OHa CpaBHUBAETCHA C MHoOpMaLMeEN O ApYrux noprtax, KotTopble
MOryT OblTb 06beguHeHbl. COOTBETCTBEHHO, 06€ CTOPOHbI COEAMHEHUSI MOryT AOCTUYb
cornalleHusi O BKITKOYEHUW UIN UCKIKOYEHMM NopTa U3 AUHAMNYECKON 06beAMHEHHOM Ipynnbl.

Kntoy onepaummn cosgaetcs MpOTOKOSIOM B COOTBETCTBMM C KOMOMHauMen napameTpoB
KOHpurypaumm (CKopocTb, Aynnekc, 06as3oBas KOHuMrypauusi, Koy ynpaerieHus) MOpToB,
KoTopble 6yayT o6beanHATLCS.

lMocne BKkMOYEHMsT MNpOTOKoMNa AuvHamudeckoro obbeamHeHnss nopTtoB (LACP), «kntou
ynpasrneHuns no ymonyanuto paseH 0. MNocne ctatuyeckoro o6beanHeHWs NopToB NOCPEACTBOM
LACP, kntoy ynpaBneHus nopta Takon xe, kak ID o6beanHeHHOM rpynnbi.

Mpv guHamMmmnyeckom obbeaMHEHUN NOPTOB BCE YNeHbl O4HOM rpynbl MMeT OAMHAKOBbIN Koy
onepaumun. Mpu ctatnyeckom o6beaNHEHNN TONBKO aKTUBHbLIE NOPThI UMEIOT OANHAKOBbIV KITHOY
onepaumu.
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2.8.2.1. Cmamuy4eckoe o6neduHeHue LACP

Cratnyeckoe o6beauHeHne BbIMOSHSAETCA NyTeM KOHMUIypMpoBaHUSA MOnb3oBaTenieM U He
Tpebyet npotokona LACP. lNpu koHdurypmpoBaHum cratmdeckoro LACP-06beanHeHus,
NCNOSb3YeTCs PEXNM «ON» AN BKMIOYEHWS nopTta B rpynny arperauuyu.

2.8.2.2. Junamuyeckoe o6eduHeHue LACP
1. O6wwme nonoxeHust AMHamm4yeckoro oobeanHeHus LACP

OunHamnyeckoe obbeguHeHne — 310 00beauHeHue, co3gaBaemoe/yaansiemMoe CUCTEMOWN
aBTomaTtmyeckn. OHO He NO3BOMSIET NOMbL30OBATENSAM CaMOCTOATENbHO O6AaBNATL MK yaanaTb
noptel M3 AuHamudeckoro obbeamHeHusi LACP. [lopTbl, KOTOpble MMEKT OAMHAKOBbIE
napamMeTpbl CKOPOCTU U AynreKkca, NOAKMIOYEHHbIE K OOHUM U TEM e YCTPOMCTBaM, nmeroLimne
OAMHAKOBYO KOHUrypaumo MoryT BbITb AMHaMmunyeckn obbeamHeHsl B rpynny. B cniyvae, ecnm
TONMbKO OAOWMH MNOPT MOXEeT co3daBaTb AuMHaMMYeckoe oO0beanHeHue, 3TO Ha3sblBaeTcs
ogHonopToBbIM 06beanHeHneMm. MNpu guHamuyeckom obbeamHeHn LACP-npoTokon Ha nopTy
JOJKEH ObITb BKMIOYEH.

2. Pexumsbl nopToB B OVHaMUYeCKOn rpynne obbeanHeHus

B onHamumyeckon rpynne oGbeguHeHus nopTbl MMEKT ABa cTaTyca — BblbpaHHbIv (Selected)
unn «B oxuganum» (standby). Oba Tuna nopToB MOryT nockbinaTb U MPUHUMATL NAKETbI
npoTtokona LACP, HO nopTbl B cTaTyce «OXuaaHus» He MOryT nepecbinarb AaHHbIE.

MockonbKy CyLlecTByeT OrpaHMYeHUWe Ha MakcuMaribHOe KONUYecTBO MOPTOB B rpynne
arperauum, ecnv TeKyLIMn HOMep nopTa NpeBbIlLaeT Npeaen B rpynne, Toraa YCTPOMCTBO Ha
OHOM KOHLE COeUHEHNS JOrOBapuBaeTCs C YCTPOMCTBOM Ha ApYroM KOHLe AN onpeaeneHns
cTaTyca nopTa B COOTBETCTBUM C MOEHTUGMUKATOPOM NopTa.

OTanbl cornacoBaHus cneaywme:

CpaBHeHne ngeHtndmkatopos (ID) yctponcTs (NpuopnteT cuctemsl 1 MAC-agpec cucTeMb!).
CHayvana cpaBHMBaKOTCA MpPUOpPUTETHLI cUcTeM. Ecnv oHM ogmHakoBble, Torga cpaBHMBaOTCA
MAC-agpeca YCTPOUCTB. YCTPOMCTBO C MEHbLWNM WOEHTUMOUKATOPOM WMEET BbICLLNK
npuopuTeT.

3atem umgeT cpaBHEHME MOEHTMUKATOPOB MOPTOB (MpPUOpPUTET MopTa U MaeHTUdUKaTop
nopta). [ns Kaxgoro nopta Ha CTOPOHE YCTPOWCTBA C HauBbICLUMM MPUOPUTETOM CUCTEMBI
CHayana cpaBHMBAOTCA npuopuTeTbl MopToB. Ecnu npuoputeTbl oamHakoBble, Toraa
CpPaBHMBAKTCA MAEHTUUKATOPbLI NOPTOB. [MOPT C HaMMEHbLIUM MAEHTUMKATOPOM nopTa
cTaHoBuTCA BblbpaHHbIM (selected), a ocTanbHble CTAHOBATCS B PEXMM «OXugaHuey (standby).

B rpynne o6beguHeHns NopT C HAUMEHbLUMM MOEHTUMUKATOPOM N CTaTyCOM «BblGPaHHbIA»
CTaHOBMTCS MacTep-nopToMm. [lpyrme nopTbl CO CTAaTyCOM «BblOpaHHbI» CTAHOBSTCS YieHaMu
rpynnbi.

2.8.3. NMpumepbl ucnonb3oBaHua Port channel

BapuaHt 1 — Hactpornka Port channel gna npotokona LACP. Ha PucyHok 6 nokasaHa
KOoHdourypaums nopta-kaHana B LACP.
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PucyHok 6. KoHdurypauusa nopta-kaHana B LACP

Nmeetca ase nporpammbl S1 1 S2. MopTel 1, 2, 3, 4 Ha nporpamme S1 — nopTbl J4OCTyna u
AobasneHbl B rpynny 1 B akTuBHOM pexume. MopTel 6, 8, 9, 10 Ha nporpamme S2 — TOXe NopThbl
goctyna n gobasneHbl B rpynny 2 B NaCCUBHOM pexume. Bce nopTel coeauHeHbl kabenamu.

OT1anbl KOHUrypaunn nokasaHbl HAXE:
Switch1 (Config)#interface 1/0/1-1/0/4
Switch1 (Interface 1/0/1-1/0/4)#addport lag 1
Switch1 (Interface 1/0/1-1/0/4)#interface lag 1

Switch1 (Interface lag 1)#no port-channel static

Switch2 (Config)#interface 1/0/6-1/0/10

Switch2 (Interface 1/0/6-1/0/10)#addport lag 2

Switch2 (Interface 1/0/6-1/0/10)#lacp actor admin state passive
Switch2 (Interface 1/0/6-1/0/10)#interface lag 2

Switch2 (Interface lag 2)#no port-channel static

Switch2 (Interface lag 2)#lacp actor admin state passive

2.9. besonacHoCTb NOpPTOB

2.9.1. BBepeHue B 802.1x

MpoTokon IEEE 802.1x peanuayeT MeToA ynpasneHnsa OCTYNOM K CETU Ha OCHOBE NOPTOB, OH
ynpasndeT ayTeHTUMKaunen n ycTponcteaMmm 4ocTtyna Ha oM3n4eckoM YpoBHe JocTyna K
ceTeBbIM ycTponcTBam. Ha domsmyeckoM ypoBHe JOCTYNa B JaHHOM CryyYae HaxoAsaTCcH nopThl
nporpammbl. Ecnn nonb3oBaTtenbckMe yCTPOMCTBA, NOAKMIOYEHHbIE K 3TUM nopTaMm, yaaeTcs
NnaeHTMOULUMPOBaTb, OHU NOSyYaloT JOCTYN K pecypcam foKarnbHOW ceTH, B MPOTUBHOM Criyyae
aoctyn OyadeT 3anpeweH, Y4TO BO MHOrOM 3KBMBANEHTHO (PM3MYECKOMY BbIKITHOYEHMIO.
CraHgaptbl IEEE 802.1x onpeaenstioT NpoOTOKON ynpaBrieHus OOCTYNOM K CEeTU Ha OCHOBE
nopToB. [1pOTOKON MPUMEHNM K COEAMHEHUI0 TOYKa-TOYKa Mexdy YCTPOMCTBOM [JOCTyna M
NopTOM AOCTyna, Npy 3TOM MOPT MOXET ObiTb NOrMyeckum unu guanydeckum. B tunuyHom
cnyyae oguvH pmsnyecknii NopT NporpaMmmbl NPUCOEANHEH TOMNBKO K OAHOMY TEPMUHUPYIOLLIEMY
YCTPOWCTBY (UMetoLemy pusnyeckme nopTol).
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Apxutektypa IEEE 802.1x nokasaHa Ha PucyHok 7.
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PucyHok 7. Apxutektypa IEEE 802.1x nokasaHa Ha pUCyHKe HUXe.

Apxutektypa IEEE 802.1x COCTOUT U3 Tpex YacTen:
® KITMEHTCKOM cUCTEMBbI (NONb30BaTENbCKOE YCTPOUCTBO A0CTYNaA);
® ayTEHTMULMPYIOLLIEN CUCTEMBI (YCTPONCTBO yNpaBneHns OCTYrNom);
e cepBepa ayTeHTMduKaumu.

BsammogencTteue nonb3oBaTtenbckoro yctponctea goctyna (PC) n ycTponcTBa ynpaBneHus
JOoCTynom (nmporpamMmma gocTtyna) npoucxogut no npotokony EAPOL, onpegeneHHoro
ctraHgaptamm |IEEE 802.1x. Bsaumopgenctsue cepBepa ayTeHTUdUKaAUUW C YCTPOMCTBOM
ynpaeneHna [OOoCTyrnoM npoucxoguT no npotokony EAP. [aHHble ayTeHTudwmkauum
WHKancynupytotcs B naketbl EAP. lNMakeT EAP nepepaetcd B naketax npoTokosioB Gonee
BbICOKMX ypoBHEN, Hanpumep, RADIUS 1, npongs yepes CroxHyto ceTb, NonagaeTt Ha cepBep
ayTeHTMdumKaumu.

MopTbl, KOTOPbIE NPeAoCTaBnseT yCTPONCTBO ynpaBrneHus 40CTYNOM Ha YpOBHe nopTa, MoryT
ObITb BUPTYyarnbHbIMM MOpPTaMn ABYX TUMOB: yNpasfisieMble NOPTbl U HeynpaBnseMble MopThbl.
HeynpaBnsembli NOPT Bcerga HaXoA4MTCS BO BKIHOYEHHOM COCTOSIHUM B 0BOUX HanpaBneHusax
nepedadn naketoB ayTeHTupukaumm EAP. Ynpasnsembld nopT, KOorga OH aBTOpPM30BaH Ha
nepegadvy Tpaduka c KoMMyTaumen nakeTos, Bcerga dyaeTt B NOAKMIOYEHHOM COCTOSAHUN. Ecnn
nopT He aBTOPU30BaH, TO OH BbIKMIOYEH U Nepefayva NakeToB HEBO3MOXHA.

Mpn IEEE 802.1x, nporpamma WCMNOSb3YyeTCA KakK YCTPOWCTBO YNpaBneHust AOCTYMNOM;
nogkroyaeMoe Mnosib30BaTeNIbCKOe YCTPOMCTBO — 3TO YCTPOWCTBO C KnuneHtckum [0,
nogaepxmnatowmm 802.1x. CepBep ayTeHTUdMKaumm o6bIMHO HaxoguTcss B AAA-LeHTpe
onepatopa u o6bI4HO aBnsieTca RADIUS-cepeepom.

Ansa ynydweHns 6e30nacHOCTN U ynpasreHus B NporpaMMe peanu3oBaHO pasnuune mexay
Nnosfb30oBaTENbCKMM AOCTYNOM M ayTeHTudpukaumen IEEE 802.1x Ha ocHoBe MAC-agpecos.
Tonbko ayTeHTUULMPOBaHHbLIE NOSb30BaTENbCKME YCTPOMCTBA OOCTYNa, MOAKIMOYEHHbIE K
OZIHOMY U TOMY >Xe PU3n4ecKomy nopTy, MOryT nosiydyaTtb AOCTYN K ceTn. HeaBTOpu3oBaHHbIE
YCTPOWCTBA He nosyyat JocTyna B ceTb. Takum obpasom, Jake ecnm K ogHoMy brsn4eckomy
NopTy MOAKMIOYEHO MHOI0 TepMUHamnoB, MNporpaMmMa MOXeT ayTeHTuduuuposatb KX U
ynpaBnATb KaXabIM NoNb30BaTeNbCKUM YCTPOMCTBOM AOCTYNa NHOVUBUAYaNBHO.

Ha ocHoBe dyHKkuMn ayteHTudpmkaumm 802.1x no MAC-agpecam peanusoBaHa
nonb3oBartenbckaa ayteHTudumkaumsa 802.1x (IP-agpec + MAC-agpec + nopt). 310 no3sonset
nonb3oBaTensM 0 MPOXOXAEHUS MMU ayTeHTUUKaLMM nonydaTtb AOCTYN K OrpaHUYEHHbIM
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pecypcam. I'Ipvl nonb3oBaTesIbCKOM  ynpaBrneHnun OOoCTynoM UMeeTCA [OBa pexunma:
CTaHOapTHoOEe ynpasneHune n pacLlmpeHHoe ynpaBneHue. I'Ip|/| CTaHOapTHOM
nonb3oBaTesSIbCKOMYNpaBrieHNMN OO0CTyN K OorpaHn4YeHHbIM pecypcaM He OorpaHnymBaeTCAd, BCe
nonb3oBaTtesin nopta MMerT K HAM O0CTyn A0 ayTeHTVI(bVIKaLI,VIVI. Mocne ayTeHTI/Id)MKaLl,I/lI/I
nonb3oBaTesi nony4arT AOCTYyN KO BCEM pecCypcCaM. ﬂpm pacwmpeHHOM Mnorib3oBaTeSIbCKOM
ynpasrneHnn OOoCTynoM TOJIbKO chneuuanbHble nonb3oBaTtesnin Ao ayTeHTVId)I/IKaLI,I/II/I nony4yar
OO0CTyn K orpaHn4YeHHbIM pecypcaM. Mocne NPOXoXaeHnsa ayTeHTVId)I/IKaLI,I/II/I 3TN cneunarnbHblE
nonb3oBaTenn nofiyvyaTt AOCTYyn KO BCeM pecypcaMm.

2.9.2. NMpumep kKoHdpurypauum 802.1x + RADIUS.

KoHdurypaums 802.1x + RADIUS nokasaHa Ha PucyHok 8.

10112

1711

RADIUS Server
Sl 10.1.1.3

PucyHok 8. KoHdurypaumsa 802.1x + RADIUS

KomnbloTep nogkniodeH K nopTty 2 nporpammon. Ha nopTy BkoveHa dyHKUMSA
ayTeHTMdomkaummn IEEE802.1, B kayecTBe MeToda AOCTyna MO YMOMYaHWUO UCMOSb3yeTcH
ayTeHTMdumKauma Ha ocHoBe MAC-agpecos. IP-agpec nporpammbl 10.1.1.1. Mo ymonyaHuto
noptamu ayTeHTUdMKaLUN U yYeTa CETEBbLIX CEPBUCOB SIBMSOTCS COOTBETCTBEHHO nopT 1812
n nopt 1813. [Ans BbinonHeHus ayTeHTudmkaumm IEEE802.1x B KOMNblOTEPE YCTAHOBNEHO
knuneHtckoe [MO.

(Switch) (Config)#radius server host auth "10.1.1.3" name "Default-RADIUS-Server"

(Switch) (Config)#radius server key auth "10.1.1.3" encrypted
1941ca8d99fc9209eade226bd848b3b7050129eccébf67ccbefb138ddelbs08b7dedb295c1991feb
b897813fab859d6d538d52015eb26e45a87b3f1148bbd8686

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#dot1x port-control force-authorized
(Switch) (Interface 1/0/1)#description RADIUS_SERVER
(Switch) (Interface 1/0/1)#exit

(Switch) (Config)#dotix system-auth-control

(Switch) (Config)#aaa authentication dotlx default radius
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(Switch) (Config)#show dotlx authentication-history 1/0/2
Time Stamp Interface MAC-Address VLAN ID Auth Status
Jan 01 1970 00:23:04 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:22:41 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:19:08 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:15:48 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:14:39 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized

(Switch) (Config)#show dotlx clients 1/0/1Logical

INterface......ccoveveeiii e 0
Interface.......ccovvveeii e 1/0/2

User Name.......oooovviiievieiiin e dotlxuser

Supp MAC AdAress........cccccevvvveiiiiinnnnnnn. AC:22:0B:E7:BD:D9
SesSioN TIME ...oovveeeiieecee e, 630

VLAN Idceeeiiiiiieeceee e, 3

VLAN Assigned. .......cccceevveeviiviiiiiiieneee, Default

Session TIMEOUL. .......covvvvvvviiiiiiiiiiiieee, 0

Session Termination Action.................... Default

2.10. HacTpouka Tabnuubl MAC-agpecoB

2.10.1. O6wme cBepgeHna o Tabnuue MAC-agpecoB

Tabnmua MAC-agpecoB — 310 Tabnmua cootseTcTBU MAC-agpecoB yCTPOWCTB HasHa4eHus
noptam nporpammbl. MAC-agpeca genatca Ha crtatudeckve n guHamundeckue. Ctatnyeckue
MAC-agpeca Bpy4YHY0 CKOH(PpUrypmpoBaHbl Nofnb3oBaTerieM, UMEOT HauBbICLLUMI NPUOPUTET U
OENCTBYIOT MOCTOSIHHO (OHM He MoryT 6bITb 3amelleHbl AnHamuyeckum MAC-agpecamu).
[OuHamnyeckue agpeca 3anoMMHaKOTCA NporpaMMon npu nepefaye nakeToB AaHHbLIX, U OHU
OEeNCTBYIOT orpaHndeHHoe Bpems. Korga nporpamma nonyyaeT dpenMm  daHHbIX  Ans
nepecbiniki, oH coxpaHsieT MAC-agpec MCToYHMKa dpenmMa U COOTBETCTBYIOLUMA eMy MOpT
HasHayeHnsa. Korma Ttabnuua MAC-agpecoB onpawwmBaeTcss Ha npegmeT MAC-agpeca
npueMHuKa, Mpyv HaxoXAEHUW HYXHOro agpeca, nakeT [daHHbIX OTNpaBndeTca Ha
COOTBETCTBYIOLNA MNOPT, B MNPOTUBHOM Cryyae nporpaMma nepechbinaeT nakeT Ha CBOWM
LUMpoKoBeLlaTenbHbI goMeH. Ecnn guHammnyecknin MAC-agpec He BCTpeYvaeTcs B NakeTax ans
NepechLifikn  ANUTENbHOE BPEMS, 3anncb O HeM ygansietcda 13 Tabnmubl MAC-agpecoB
nporpamMmbi.

Ons Tabnuubl MAC-agpecoB onpeneneHsl ABE onepauuu:

1. Nony4eHne MAC-agpeca;
2. Otnpaeka nnv domnbTpaums NakeTa JaHHbIX B COOTBETCTBMM ¢ Tabnuuen MAC-agpecos.
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2.10.1.1. NMony4eHue mabnuybl MAC-adpecos

Tabnuua MAC-agpecoB MOXeT ObiTb MOCTPOEHa CTaTUYECKN UNN guHamu4eckn. CtaTnyecknv
KOH(purypupoBaHnem HacTpauBaeTca cooTBeTcTBue Mexay MAC-agpecamuM U nopTamu.
OunHamnyeckoe ob6yyeHne — 9TO npouecc, korga nporpaMma M3yyaeT CBs3M  Mexay
MAC-agpecamun n noptamu n perynspHo obHoenseT tabnmuy MAC-agpecos. B aton cekuum
Mbl OCTAHOBMMCSI Ha npouecce AWHaMmMyeckoro nocTtpoeHus Tabnuubl MAC-agpecos,
nokasaHHOro Ha PucyHok 9.

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33

PucyHok 9. lnHammyeckoe noctpoeHue tabnmubl MAC-agpecos

Tononorma Ha PucyHok 9: 4 komnbioTepa nogkmno4veHbl K nporpamme, rge PC1 n PC2
npuHagnexar ogHoMy U3MYECKOMY CErmMeHTy (OOMEHY KOnnmann), (puanyeckuini cermeHT
nogkrtodyeH k nopty 1/0/5 nporpammbl, PC3 n PC4 npuHagnexart K gpyromy ¢usmyeckomy
CErmMeHTy, NoaKntoYeHHoMY K nopTy 1/0/12 nporpaMmmbl.

HauyanbHasa Tabnuua MAC-agpecoB He COLAEPXKMT HUKAKMX 3HaYeHnn. Bosbmem ans npumepa
npouecc ceasn mexay PC1 n PC3. MNMpouecc obyueHns MAC-agpecam crieayroLluni:

1.

Korga PC1 nocbinaet coobuwenune kK PC3, MAC-agpec nctoyHuka 00-01-11-11-11-11 n
nopt 1/0/5 n3 atoro coobLueHnst 3aHocATca B Tabnmuy MAC-agpecoB nporpamMmbil.

B 1O Xe Bpemsa nporpamMMy Hago MOHATb, Kak OOCTaBUTb coobueHve Ha agpec
00-01-33-33-33-33. Tak kak Tabnuua CcoOOepXWUT 3anucb TOMbKO ANs ajpeca
00-01-11-11-11-11 wn nopta 1/0/5, a ansa agpeca 00-01-33-33-33-33 HUKaKMX 3anucen
HeT, nNporpaMmmMa paccbifiaeT gaHHoe cooblieHne Ha Bce CBOW MOPThI (Mpegnonaraem,
4YTO BCE NOPTbI NpMHaanexat no ymonyanuio VLANL).

PC3 n PC4 nony4atotr coobuieHne, nocnaHHoe PC1, Ho PC4 He oTBedaeT Ha 3TO
coobLleHne, Tak kak agpec npmemHmnka 00-01-33-33-33-33, n otBeyaTb Ha Hero 6yget
Tonbko PC3. Korga nopt 1/0/12 nonyyaeT coobLieHne, otnpaeneHHoe PC3, B Tabnmuy
MAC-agpecoe pgobGaensietca 3anuce 0 MAC-agpece 00-01-33-33-33-33 n
COOTBETCTBYIOLIEM eMy nopTe 1/0/12.

Tenepb Tabnmua MAC-agpecoB umeeT gBe OuHamudeckne 3anucu: MAC-agpec
00-01-11-11-11-11 — nopT 1/0/5 n 00-01-33-33-33-33 — nopT 1/0/12.

Mocne o6bmeHa naketamu mexay PC1 n PC3, nporpamma 6onblue He nonyyaeT nakeTos,
otnpaeneHHbix PC1 n PC3. U 3anucu B Tabnnue MAC-agpecoB, COOTBETCTBYHOLLNE 3TUM
ycTpovictBam yganstotca yepe3 300 unm 2*300 cekyHa (T.e. mpocTtoe wunu LBOWHOE
Bpemsa xu3Hu). 300 cekyHA 34eCb 3TO BPEMS XU3HWM MO YMONYaHWIO NS 3anvcen B
Tabnuue MAC-agpecoB. Bpemsi Xn3HN MOXET OblTb MU3MEHEHO Ha NporpaMmme.
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2.10.1.2. lepechbinka unu ¢hunbmpayusi Kadpoe

Mporpamma nocobinaeTt nnu oTUNbTPOBLIBAET NPUHUMAEMbIE NAKEeTbl AAHHbIX B COOTBETCTBUM
¢ Tabnuuen MAC-agpecoB. PaccmaTpumBas onsi npMMepa pUCyHOK Bbille, Npeanonaraem, 4To
nporpamma usyunn agpeca PC1 n PC3, n nonb3oBaTesnb BPYYHYH HACTPOW COOTBETCTBUE
noptoB ana PC2 n PC4.

MAC-aapeca nporpamMmmsbl NokasaHbl B Tabnuua 1.
Tabnuua 1. MAC-agpeca nporpaMmmbl

MAC-agpec Homep nopTta Kem nobaeneHa 3anuncb
00-01-11-11-11-11 1/0/5 OnHamunyeckoe oby4veHune
00-01-22-22-22-22 1/0/5 CraTtu4yeckasa KoHurypawms
00-01-33-33-33-33 1/0/12 OnHamunyeckoe oby4veHune
00-01-44-44-44-44 1/0/12 CraTtu4yeckasa KoHurypawms

1. OTnpaBka nakeToB B COOTBETCTBUM C Tabnuuen MAC-agpecos

Ecnn PC1 nockbinaet naket k PC3, nporpamma oTnpaenseT AaHHble, NonyvyeHHble ¢ noptal/0/5
Ha nopt 1/0/12

2. dunbTpaums gaHHbIX B cooTBETCTBUM ¢ Tabnuuen MAC-agpecos

Ecnn PC1 nocbinaet coobweHne PC2, nporpamma, nposepus Tabnmuy MAC-agpecos,
HaxoanT PC2 n PC1 B ogHOM (b13nM4eckomM cermeHTe u oTpunnbTPOBLIBAET 3TO COOLLLEHNE (TO
ecTb cbpackiBaeT 310 coobLueHune).

lMporpammon MoryT nepecbinaTbCca Tpu TUna openmoB:
e LUIMpOKOBeLlaTeNnbHble (PpenMbl;
e MHOronosnb3oBaTesibckue penmobl;
e OJHononb3oBaTenbCkMe Ppenmobl.
[danee onucbiBaeTcs, Kak nporpammMa paboTtaeT Co BCeMu TpeMs TUunamu nakeTos:

1. UWwupokoselaTtenbHblin openm: lNporpamma MOXeT onpeaeniaTe Konnamsmm B JOMEHE, HO
TOSMIbKO He AN wupokosewatenbHblX gomMeHoB. Ecnn VLAN He yCTaHOBMEHbI, Bce
YCTPOWCTBA, MNOAKMIOYEHHbIE K MporpaMme, CYMTATCA HaxoOAWWMMUCH B OAHOM
LnpokoBeLlaTeribHoM gomMeHe. Korga nporpamMma nonyyaeT LUMPOKOBeLLaTerbHbIN
dperim, oHnepecbinaeT ero Bo Bce noptbl. Ecniv VLANBI ckoHdmryprpoBaHbl, Tabnuua
MAC-agpecoB aganTupyetca B COOTBETCTBUM C [OMOSHUTENBbHON MHGOPMaUMEn O
VLANax. B oatom cnyyae nporpamma oTnpaensieTr @QpenmM TONbLKO Ha MopThl,
Haxopsdwmecsi B ToM xe VLANe.

2. MHorononb3oBaTenbCcknun dpenm: Ecnv mMHorononb3oBaTeNbCKMA JOMEH HEU3BECTEH,
nporpaMmmMma paccoinaet gpenm B ToM Xe VLANe, HO, ecnu BkrtoveHa dyHkuua IGMP
snooping wWnu CKOHdUrypupoBaHa CcTaTudeckas MHOronofnb3oBaTenbckas rpynna,
nporpamma 6ygeT nocbiniaTe 3TOT PPEVIM B NOPTbl MHOrOMNOMb30BaTENbCKOW rPYMnbI.

3. OpHononb3oBaTenbckui gpenm: ecnm VLANbI He CKOHUrypupoBaHbl, TO, €Cnu
MAC-agpec npuemMHuka ecTb B Tabnuue MAC-agpecoB nporpaMmmbl, nporpamma
HanpsMYyo nepeckiriaeT NakeT B COOTBETCTBYOLWMI NopT. Ecnu xe agpec npuemMHuka B
Tabnvue He HamgeH, nporpaMmma fenaeT LWMPOKOBeLlaTeNbHY pPacCbifiky 3TOro
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dpenma. Ecnn VLANBI CKOHUTYpUpPOBaHBI, nporpamma paccbinaet
OofHOMOMNb30BaTENLCKUN pernm Tonbko BHYTpu opgHoro VLANa. Ecnun MAC-agpec
HangeH B Tabnuue, HO npuHagnexuTt Aapyromy VLANy, nporpamma penaet
LUMpoKoBeLLaTenbHyto paccbinky dpenmva B Tom VLANe, K KOTOPOMY MpuUHAOnexuT

dpenm.

2.10.2. QononHuTenbHble (pyHKUMM Tabnuubl MAC-agpecos.

BonblwnHCTBO nporpamm nopaepxuBatoT pexum obydveHnss MAC-agpecam. Kaxabii nopt
MOXET OMHaMW4YecKn 3anoMHUTb Heckonbko MAC-agpecoB, Takum o6pas3om, BO3MOXHA
nepegada noToOKOB AaHHbIX Mexay masecTHbiMu MAC-agpecammn BHyTpu nopta. Ecnun cpok
Xu3Hn MAC-agpeca WCTek, NakeT, HanpaBfeHHbIn Ha 3TOT agpec, OyaeT pasocnaH
LUMpoKoBeLLaTesbHO.

Opyrmmn  cnosamn, MAC-agpec, kotopomy obyumnca nopT, bygeT mcnonb3oBaTbCs ANA
nepegayum nakeTtoB K 3TOMy nopTy. Ecnu coeguHeHue nepeknoyeHO Ha gpyron mnopT,
nporpammMma CHoBa BbINONHUT 0bydeHne MAC-agpecy n bynet nepefasatb gaHHble HOBOMY
nopTy.

OpfHako, B HEKOTOPbIX Cry4Yasix NonmMtuka ynpasrieHns Uim CEKPETHOCTU MOXeT TpebosaTb,
yTo6bl MAC-agpeca Obinn MNpUKpPEnneHbl K noptam, M TOMbKO MOTOKUM C MNPUBS3AHHbIX
MAC-agpecoB OyayT nponyckaTbCs K Mepecbiike Ha nopT. To ecTb, nocne npuBs3KK
MAC-agpeca K nopTty, B 3TOT NOPT MOryT nepefaBaTbCs TOSbKO AaHHble, NpeaHa3HayYeHHble
ans ganHoro MAC-agpeca. NoToku gaHHbIX, npegHasHaveHHble ansa apyrux MAC-agpecos, He
NpuBA3aHHbIX K JaHHOMY NopTy, He ByayT nponyckaTbcs Yepes nopr.

Mpumep KOHUIypupoBaHust NPUBA3KM U orpaHmyenna MAC-agpecos.

(Switch) (Interface 1/0/17)#port-security mac-address 00:01:00:00:00:01 1 - npwuBsa3Ka
MAC-agpeca Kk uHTepgency.

(Switch) (Interface 1/0/17)#port-security max-static X - rge X makcumanbHoOe KONMM4ecTBO
MAC-agpecoB Ha nopry.

(Switch) (Interface 1/0/17)#interface 1/0/10

(Switch) (Interface 1/0/10)#port-security max-dynamic 10(Switch) (Config)#show mac-addr-
table

VLAN ID MAC Address Interface Ifindex Status

1 00:01:00:00:00:01  1/0/17 17 Static

(Switch) (Config)#show mac-addr-table count

Dynamic Address count. ........ccceeeeeeeeirieeninnnnnn. 1
Static Address (User-defined) count................ 1
Total MAC Addresses in USE. ..........eevvueevenennnns 2
Total MAC Addresses available....................... 16384
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2.11. HacTtpomka QoS

2.11.1. O6bwme cBegeHnsa o QoS

QoS (Quality of Service — ka4yecTBO cepBuca) — Habop BO3MOXHOCTEN, KOTOPbIE MO3BOMAIOT
co3faBaTb pasdenieHHble MOofochbl AN nepeaaBaeMblX MO CETU AaHHbIX, TeM CaMbIM
obecneyrBas ny4ywnin cepemc ans BbibpaHHoOro ceteBoro Tpaduka. QoS — rapaHTua KayecTsa
nocregoBaTenbHOM M npeackasyemon nepefavnm OaHHbiXx ana obecneveHus TpeboBaHuiA
nporpammMm. QOS He co3gaeT AOMOMHUTENbHOM MOMOChl nepedayn, Ho obecneunBaeT Gonee
achbdekTnBHOE ynpaBneHne nofiocoM B COOTBETCTBUM C TpebOBaHUAMU MNPUNOXKEHUA W
NONUTMKON ynNpaBneHus ceTblo.

QoS: KauecTBo cepBuca, obecrnedeHne rapaHTUpPOBAHHOIO KadyecTBa cepBuca Ans
nocrnegoBaTenbHOW W MpeackasyeMon nepefadv [OaHHbIX W BbINOMHEHUs TpeGoBaHui
nporpamm.

HOomeH Qo0S: JomeH Qo0S nopaepxmBaeT ycTponctBa ¢ QoS ana ¢opMMpOBaHUS CeTeBOW
Tononornn, kotopasa obecneunt Ka4yecTBo cepsuca. Takas TOMONOrMsa HasbiBaeTCs JOMEHOM
QoS.

CoS: Knacc cepsuca — knaccudukaunoHHas nHgpopmauns, nepegasaemas ppevimamm 802.1Q
Ha BTOPOM ypoBHe. 3aHnmaeT Tpu buta nons Tag B 3aronoske operima u HasblBaeTCs ypOBHEM
nonb30BaTernbCKOro npuopuTeTa B AvanasoHe ot 0 go 7.

Ha PucyHok 10 nokasaHbl npuoputeThl Knacca cepsuca.

Layer 2 802.1Q/P Frame

Preamble | S2rtfame | pa | gA | Tag | PT | Data | FCS
delimiter

L 3 bits used for COS (user priority)

PucyHok 10. MNMpuroputeThl Knacca cepauca

ToS: Tun cepauca. OgHobalToBOE Nose, NnepegaBaeMoe B 3arofioBke naketa IPv4 Ha TpeTbeM
ypoBHe and obbsBneHus tuna cepsuca IP naketa. 3HadeHnem nond ToS moxeT ObiTb
npuoputeT IP (IP Precedence) unu sHadyeHne DSCP.

Ha PucyHok 11 nokasaH npuoputeT ToS.

Layer 3 IPv4 Packet

Version ToS

Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data
length (1 byte)

L IP precedence or DSCP

PucyHok 11. MNpuoputeTt ToS

IP Precedence: [lMpuoputeT IP. KnaccudukaumoHHas wHpopmauus, nepegarowascs B
3arofnioBke MnakeTa TPeTbero ypoBHS, 3aHuMarowasa 3 6uta u npuHuMarowasa 3HaveHus ot 0
ao 7.

DSCP (Differentiated Services Code Point): kogbl pa3deneHHbIX  CEepBUCOB,
KnaccugukaumoHHas nHopmauus, nepegatoiascsa B 3aronoske |IP-naketa TpeTbero ypoBHS,
3aHMMmaeT 6 6uT, nmeeT 3HadeHne ot 0 Ao 63 n obpaTHO coBMeCTUMA C npuopuTeTom IP.
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MPLS TC(EXP) :one MPLS o3HavaeT knacc obcnyxmnBanus, umeet 3 6uta ans guanasoHa
ot 0 oo 7. Ha PucyHok 12 nsobpaxeHo none MPLS.

3 i —_
T T R T rmINIrm T rmrTImMmqTmmT T 1T T7TT77T" L LI}

DA | SA | VID | Ox8847 Label (20-bits) EXP |S 1

PucyHok 12. None MPLS

Internal Priority: BHYTpeHHUN npuopuUTET, YCTaHaBNUBAEMbIA MNPOLECCOPOM MpPOrpaMmmbl.
BO3MOXHbIV AManasoH 3Ha4YeHUn 3aBUCUT OT Tuna npoueccopa. CokpaleHHo - Int-Prio nnn
IntP.

Drop Precedence: lMpuoputet cbpoca. MNpu obpaboTke naketoB nepBbiMU cHpackiBalOTCA
naketol ¢ Oonbwnm npuoputeToM cbpoca. Umeetr 3HaveHne 0 wnm 1. CokpalleHHOo
obosHavaeTcsa Drop-Prec nnu DP.

Classification: ocHoBHOe Has3Ha4yeHMe MexaHuaMa QOS, knaccuuuupyeT nepegaBaemble
nakeTbl B COOTBETCTBUM C KNACCUUKALMOHHON MHOPMaLMeEn, CoaepXKaLlencsl B nakeTax u
crnuckamm koHTponsa goctyna (ACL).

Policing: genctene mexaHuama Qo0S Ha BxoAe, KOTOpoe yCTaHaBnuBaeT NOMUTUKN Tpaduka K
ynpasnseT KinaccuuuMpoBaHHbIMIN NakeTaMu.

Remark: gencrteue mexaHnama QoS Ha Bxode, BbINOMHSAOLWEE NPONYyCK, OCTAHOBKY unm cbpoc
nakeTta B COOTBETCTBMM C NONUTUKAMK Tpadhmka.

Scheduling: gencteue mexaHnama QoS Ha Bbixogde. [lobaBnsieT nakeTbl B COOTBETCTBYOLLNE
ncxogsine odepeam OCHOBbLIBAsICb Ha BHYTPEHHEM npuoputeTe. M NpuHMMaeT pelueHne o
nocbIfnke nnu cbpoce nakeTos B COOTBETCTBUU C NpuopuTeToM cbpoca, anroputMOM NOCbINKA
N BaXXHOCTbIO COOTBETCTBYIOLLEN O4epean B UCXOOSLLEM MOTOKE.

In-Profile: Tpadpdurk B pamkax nonutukn QOS (nomoca NponycKkaHUs MM OOMNOSTHUTENbHOWN
noniocomn) HasbiBaeTcs In-Profile.

Out-of-Profile: Tpadhduk B pamkax nonntnkm Q0S (Nonockl NponyckaHnsa MnnaononHUTENbHOM
nonochkl) HasbiBaeTca Out-of-Profile.

[ns BbINOMHEHMs1 B nporpaMmme nporpamMmmHoro Q0S HeobXoAuMMO pacCMOTPETb OCHOBHYIO
6asoByto mogenb. QOS He co3gaeT HOBOW MOMOCHbI B KaHane, HO MOXET MaKCUMarbHO
noacTpamBaTb KOHUIypaLMO TEKYLLUMX KaHamnbHbIX pecypcoB. MNonHaspeanmnsauna QoS gaet
BO3MOXHOCTb MOJSIHOCTbIO YNpaBnsATb CeTEBbIM TpadukoM. Hwxe, Kak MOXHO TO4Hee,
onucbiBaeTcd caMm npuHumn QoS.

Cneundukaums nepegaym gaHHbIX B IP NOKpbiBaeT TONbKO agpecaumio U CEpBUCHI UCTOYHUKA
N NPUEMHMKA M, KOHEYHO, KOpPeKUMo nepenayn naketoB C MOMOLLbO MPOTOKOMOB 4 YPOBHS
mogenu OSI| u Bbiwe, Takmx kak TCP. OpgHako, B GonblMHCTBE criyvdaeB npotokon [P
ncnonb3yeT MakCcMMarbHO BO3MOXHYK MPOMYCKHYKD CMOCOBHOCTL BMECTO MexaHu3Mma
noaaep kv 1 3almTbl NOMOChbl NakeTHOM nepeaayn. 3To NPUMEHNMO OISt TaKUX CEPBUCOB Kak
noyta u FTP, HO npu yBenuyeHun nepenaynm MyrnbTUMEOUAHbIX KOMMEPYECKUX AaHHbIX U
3NEKTPOHHbIX OBU3HEC-CepBUCOB, METOA MaKCUMarnbHOW 3arpy3kM He MOXET YOOBMeTBOPUTb
TpeboBaHMsi HEOOXOANUMOW MOSIOChI N HA3KUX 3a0EepKeEK.

Basupysice Ha pasnuuHbix MeTogax, QoS onpegenseT NPUOPUTET ANS KaXXAoro BXOAALLEro
naketa. KnaccndpukaumoHHasa nHpopmauna coaepXuTtcs B 3arofnioBkax IP nakeToB TpeTbero
YPOBHS 1 B 3arofnioBkax gperimoB 802.1Q BTOporo ypoBHs. QoS obecneumBaeT OAMHAKOBbLIN
cepBUC [Ans MNakeToB OOWHAKOBOrO npuoputeTa, B TO BpemMs Kak Ans naketoB C
pasnuyarLwmMmncs npuopuTeTamm npeanaratoTcs pasnuyatoLmecs onepauumw.
MapwpyTtusatop unuM nporpamma, nogaepxusatowwme cepsuc QoS, moryt obecneudnmBaTb
pasnMyHyto Nosiocy nepefayn B COOTBETCTBUM C Kraccudmkaumen nakeTos, noMeyvaTb NakeThbl
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B COOTBETCTBMN C CKOH(bMprMpOBaHHbIMM NOJINTUKAMN, a TaKXe C6paCbIBaTb HEeKOTOpble
HU3KOMPUOPUTETHbIE NaKeTbl B Clly4ae neperpy3kn nonochbl nepenayu.

KoHdurypauma QoS sBnsietca rmbkon, Gonee npocTo WM CRNOXHOW B 3aBUCMMOCTU OT
TOMNOJSIOMMN CETU M YCTPONCTB, M rMyOuHbI aHann3a Bxoasiero/nexogsiiero tpaduka.

basoBasa mogenb QO0S, nokasaHHast Ha PucyHok 13, coctouT n3 4 vacten: Knaccudumkaums,
MpumeHeHue nonntuk, NMNomeTtka n NnaHnpoBaHme, rae knaccudukaumus, NPUMeHeHne NoNnUTUK
M MNOMETKM — nocneaoBaTeNlbHble OENCTBUS Ha Bxode, a pabota Cc odyepeasmm U
nrnaHnpoBaHue — aencTena QoS Ha BbIxode.

Bxof Beixon
- - |- -
FeHepupyeT
BHYTPEHHUIA
npuoputeT uBeT
Knaccudmkaums »| MMpumerexve p{ Mometka p| [naHnposaHue
NONMNTUK
Knaccuduumpyet Tpaduk B Pacnonaraet nakeTbl B
OnpepensieTcsa UBeT MoHwKaeT n oTcensaeT acnonaraet nake
COOTBETCTBUMN C ovyepeau npuopwuTeTa
KNACCMUKALIMOHHOV TpadwvKa Kak «ogHa pasHble LiBeTa NakeToB n peau npuop
g KOp3MHa-fABa LBETay» nUnn nomeyaet DSCP, TOS, COS COMMacHO BHYTPEHHEMY
MHpopMaLMen NakeTos 1 npuyopuTETY U NOCHI TCA
«Be KOP3WHbI-TPU LiBETa» nons PUOPHUTETY 1 MOCLINAKOTC!
reHepupyeT 3HadYeHue COFMACHO NPUMEHSEMOIi B COOTBETCTBUW C BECOBbLIM
BHYTPEHHEro npuopuTteTa, NONUTIKe npvopuTETOM OoYepean u
OCHOBaHHOe Ha 3 npuopuTeTom cbpoca
KnaccuunkaumoHHoOn
nMHdopMaLmm

PucyHok 13. basoast mogenb QoS

Knaccudukaumusa: knaccmduumpyeT TpadmMk B COOTBETCTBMM C  KracCUdUKaLMOHHOWM
MHPOpMaLMen NakeToB U reHepupyeT 3HaYeHWe BHYTPEHHero npuopuTteTa, OCHOBAHHOE Ha
KnaccumkaumoHHon uMHgopMaumn. [Ons  pasnuyHblX TUMOB MaKeTOB  Krnaccudukauus
obecneumBaeTca pasnuMyHbiM obpa3om. Ha PucyHok 14 nokasaHa cxema npouecca
Knaccudumkaumu.
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IP packet

tag packet

Set the packet COS as
the default ingress
COSs(*4)

r

COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COS value (*5)

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to

the packet MPLS EXF value

Set the packet COS field
equals Int-Prio

Enter the
policing flow

PucyHok 14. Cxema npouecca knaccudvkaumm

3amevaHne 1. 3HaveHme COS paccunTbiBaeTCsl, UCXOAsl U3 CBONCTB MakeTa, U HUKAK He
CBA3aHO CO 3HaYeHWeM BHYTPEHHEro npuopuTeTa, NoryYyeHHbIM AN NoToKa.

3amevanne 2: Ecnn ogHOBpPEMEHHO CKOH(urypupoBaHbl npoBepka DSCP u CoS, 10
npuoputeT DSCP BaxHee COS.

QTECH

MWP [OOCTYNHEE
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an/IMeHeHI/le NoNMTUK K nomeTka: Kaxkabin nakeT B KJ'IaCCI/Id)I/ILI,I/lpOBaHHOM BXoasLlem Tpacbvn(e
nony4vyaet 3Ha4YeHune BHYTPEHHEro npuopmutTeTa MU MOXeT [anee noasepraTtbCA DEencTButo
NOJINTUK N NOMEYaTbCA.

MpMMeHeHne nonMTUK MOXET ObITb BLINMOSMIHEHO HA MOTOKe [AaHHbIX Ana obecneveHus
pasnMyHON NONOCkl NPONyCKaHWA ANs pasnNUYHbIX KnaccoB Tpaduka. HasHauyeHHasa nponyckHas
nonutnka MoxeTt ObiTb «OAHA KOp3uHa-gBa uBeTa» (single bucket dual color) nnn «aBe
Kop3uHbl-Tpu useTa» (dual bucket three color). Tpaduky npuceamBaloTCs pasnuyHble LBETa,
MB COOTBETCTBUM C HMMWU OH MOXET cOpacbiBaTbCa wMnmM nponyckatbcsa. K nponyLieHHbIM
naketam npuMMeHsieTcs AeNCcTBME NMOMETKM, KOrga nakeTy Ha3HayYaeTcsl HOBbIN, 6ornee HU3KWN
BHYTPEHHUI NPUOPUTET ANSA 3aMeHbl CyLLECTBOBaBLUErO paHee 6onee BbICOKOrO BHYTPEHHErO
npuoputeTa. lNpouecchl perynupoBaHns 1 NOMETKM nokasaHbl Ha PucyHok 15.

=

hether
configure the
icing poli

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed
Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

¥ v
( Enter scheduling > @
packets

PucyHok 15. lNpouecchbl perynMpoBaHns 1 NoMeTKM

3ameuaHune 1. BHyTpeHHMI npropuTeT ByaeT CKPbIT NOCne YCTaHOBKW. YCTaHOBKA BHYTPEHHEro
npuoputeTa, YCTaHOBMEHHOrO Ha Tpaduk C onpeneneHHbIM LIBETOM, MOKpPbIBAET YCTaHOBKY
BHYTPEHHEro npropuTeTa Ha Tpaduk, He CBA3aHHOIO C LiIBETOM.

3ameyaHnne 2. COpoC BHYTPEHHEro NpMopuTeTa NakeToB OCYLLECTBNAETCS B COOTBETCTBUN C
KapTon npeobpa3oBaHUs «BHYTPEHHU NPUOPUTET - BHYTPEHHUN npuoputeT» (IntP-to-IntP).
Mpn knaccudukaumm NOTOKa BHYTPEHHWA npuoputeT ©OepeTca OT UCTOYHMKA  Wnn
yCTaHaBnMBaeTCa AeNCTBUAMU, HE CBA3AHHLIMU C LIBETOM.
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PaGoTta c oyepeasiMu 1 NnaHWpOBaHUE: CYLLECTBYET BHYTPEHHMI NPUOPUTET AN UCXOAALLMNX
nakeToB, B COOTBETCTBMM C HUM NNaHUPYeTCsl pacrnpeferieHMe MNakeToB Mo O4Yepeasm C
pasnMYHbIM NPUOPUTETOM M MaKeTbl MOCHLINATCA B COOTBETCTBMU C BECOBbIM MPUOPUTETOM
ouyepeam v npuoputeTom cbpoca. Ha PucyHok 16 nokaszaHa cxema nriaHUpOBKUW YrpaBeHns

oyepeasmu.

=

MPLS packet(*0)

Y

Remark DSCP and L2 COS
fields of the packets
according to Int-Prio-to-DSCP
Int-Prio-to-COS mapping(*1)

Remark EXP field
of the packed
according to Int-
Prio-to-EXP
mapping

Select queue according to
IntPrio-to-Queue mapping

Queue Mumber
h A

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

v

C rmen )

2.11.2. Npumep HacTopoMku QoS

Y
Drop the
packets

PucyHok 16. Cxema nnaHUMpOBKU 1 yNpaBneHus ovepeasamm

Heobxognmo Bkntountb yHKUMIO QOS 1 yCTaHOBUTbL Ha MOPTY pexum goBeputenbHoroCoS

6e3 nameHeHus 3HavyeHna DSCP.

OTanbl KOHPUIYPUPOBAHUSI ONMUCAHbI HUXE:
(Config)#interface 1/0/2

(Interface 1/0/2)#classofservice trust dotlp
(Config)#interface 1/0/2

(Interface 1/0/3)#classofservice trust ip-dscp

(Interface 1/0/3)#classofservice dotlp-mapping 5 7

@ §) QTECH
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(Config)#classofservice ip-dscp-mapping af4l 4
switch# show classofservice dotlp-mapping 1/0/2

User Priority Traffic Class

0 0

1 0

2 1

3 2

4 3

5 4

6 5

7 6
switch# show classofservice ip-dscp-mapping

IP DSCP Traffic Class

O(be/csO) 1

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8(csl) 0

58 3

59 3

60 3
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61 3
62 3
63 3

Mpumep KOHGUIypupoBaHUs anroputMa o6paboTku ovepenen
(switch) (Interface 1/0/3)#cos-queue strict 6

(switch) (Interface 1/0/3)#cos-queue min-bandwidth 0000000
(switch) (Interface 1/0/3)#show interfaces cos-queue 1/0/3

Interface. .......ccooeeveeeeinneennnn.. 1/0/3
Interface Shaping Rate......... 0

Queue ID  Min. Bandwidth  Scheduler Type Queue Management Type

0 0 Weighted Tail Drop
1 0 Weighted Tail Drop
2 0 Weighted Tail Drop
3 0 Weighted Tail Drop
4 0 Weighted Tail Drop
5 0 Weighted Tail Drop
6 0 Strict Tail Drop

2.12. KoHdmrypupoBaHue 3epkanMpoBaHuUsi MNOPTOB

2.12.1. BBegeHue B 3epKanupoBaHue nopToB

®PyHKUMA 3epKanMpoBaHWsl BKIOYAET B cebs 3epkanvMpoBaHWE MOPTOB M 3epKanvMpoBaHue
NOTOKOB. 3epKanuMpoBaHMe MNOPTOB npeacTaBnsieT cobon OybnupoBaHWe KagpoB AOaHHbIX,
nocblfiaemMbiX/NPUHUMAEMbIX OOHVMM MOPTOM, Ha ApyroM nopTy. Ay6nmMpoBaHHbIA NOPT — 3TO
NMOPT-UCTOYHUK 3epKanbHOro noprta, Ayonupylwmin ero nopT — 3TO 3epKanbHbI NopT (NopT
HasHayeHusi). K 3epkanbHOMy noOpTy OObIMHO MNOAKMIOYAKT aHanmu3aTop MNPOTOKOSIOB
(Hanpumep, Sniffer) nnn cpegctea moHuTOopuHra RMON, ocyllecTBRsioWME MOHUTOPUHT,
ANarHoCTuKy U ynpaBreHne CeTbHo.

Mpn 3epkanupoBaHWM MNOTOKOB MporpaMMa TOYHO KOMMPYeT MOfyYeHHble nakeTbl Wnn
nepegaBaemMble B pamMkax MpaBun OT OOHOrO nopta K gpyromy. 3ddeKTMBHOCTb
3epKanupoBaHNs NOTOKOB BO3MOXHA B Clyyae 3afaHus cneumarnbHbIX NpaBu.

B HacTosilee BpemMsi Kaxabll nporpaMma  MOXeT  yCTaHaBnuMBaTb  MHOXECTBO
3epKanMpoBaHHbIX ceccuMil. YMcno  MOPTOB-UCTOYMHMKOB AN 3epKanbHOro nopta  He
OrpaHM4yeHo, MOXEeT UCMONb30BaTbCS KAk OAUH MOPT, Tak U HECKOMNbKO. MopTbI-UCTOYHMUKN MOTYT
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npuHagnexatb Kak ogHon u Ton e VLAN, Tak n pasHeiMm VLAN. TopT HasHayeHus 1 nopTbl-
WUCTOYHMKN MOTYT NpuHaanexaTsb pasHsiMm VLAN.

2.12.2. NMpumep KoHcUrypauumm sepkanmpoBaHus NopToB:

KoHdurypaums cnegytowas: Ans MOHUTOPUHra Ha mHTepdperice 1/0/1 dpenmbl ¢ AaHHBIMK
paccbinatoTca nHtepdericom 1/0/3 n nonyyartca nHTepderncom 1/0/2.
1. HactpownTte nHtepdenc 1/0/1 kak nHTepdenc sepkanmpoBaHns NyHKTa Ha3Ha4YeHus.
2. Hactponte nHtepdenc 1/0/3 kak nHTeppenc sxogsaLlero notoka n nHtepdenc 1/0/2 kak
UHTepdENC NCXoaaLLero NoToka Ansd NUCTOYHMKA 3epKanmpoBaHms.

LWarn koHdurypaumm crniegyowiue:
(Config)#monitor session 1destination interface 1/0/1
(Config)#monitor session 1source interface 1/0/3

(Config)#monitor session 1 mode

2.13. Kondurypauma DHCP/ARP Snooping

2.13.1. BBepeHnue B DHCP/ARP Snooping

DHCP Snooping o3Ha4aeT, 4To nporpamma HabnogaeT 3a npoueccoM npuceoeHuns IP-agpecos
no npotokony DHCP. 3710 npegoTtepawaeT nosieneHne HeneranbHelx DHCP-cepeepoB u
DHCP-aTakn nytem HacTpOWKM OOBEPEHHbIX U HegoBepeHHbix noptoB. DHCP-coobuweHue ¢
AOBepeHHbIX MopToB nepefaetca 6e3 nposepkn. [Npn TUNIMYHOW KOHUrypaumm OBEpPEHHbIe
nopTbl Mcnonb3ytTca ana nogknoyveHns DHCP-cepsepa nnu DHCP-peTpaHcnaTopa, a K
HeJOBEPEHHbIM NopTaM NoAkYaTCca KnMeHTbl. C HeJOBEpEHHbIX NOPTOB Nporpamma byaet
nepecwinatb Tonbko DHCP-3anpockl, HO He oTBeThl. Ecnn ¢ HegoBepeHHOro nopTa nofnyyYeHo
coobuweHne DHCP-oTBeTa, nporpamma MNOAHUMET TPEBOry W NpeanpuMeT onpeaeneHHble
OEeNCTBUA C NOPTOM, COrflacHO HaCTpPOMKaMm, HanpumMmep, BbIKIMIOYEHNE UNKW CO3aHne «4YepHOoMn
ObIpbl».

Ecnn BkniodyeHa npuesska DHCP Snooping, nporpamma COXpaHWT B COOTBETCTBYHOLLEN
Tabnuue ceA3yWYy UHGopmaumio o kaxgom DHCP-knneHTe € He [OBEPEHHOro nopTa
(skntovas MAC-agpec, IP-agpec, apengy IP, Homepa VLAN wu nopta). Umesa Takyio
nHdopmaumio DHCP Snooping MOXHO KOMOWHMpoOBATL C APYIMMW MOOYNSMW, TakMMW, Kak
dot1x n ARP, nnu camoctosTenbHO peann3oBaTb KOHTPOMb OCTYMNa NOfb30BaTeNnen

2.13.2. TunoBoe npumeHeHne DHCP Snooping

Tunosoe npumeHeHne DHCP Snooping nokasaHo Ha PucyHok 17.
Switch

E1/0/10
- STOP:

E1/0/11 E1/0/12

DHCP Client DHCPACK DHCP Client
IP:1.1.1.5 IP-1116
Mac:AA Mac:BB

Gateway DHCP cepsep

PucyHok 17. Tunosoe npMMeHeHune
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Kak nokasaHo Ha PucyHok 17, yctponcteo Mac-AA — 06blYHbIN NOMNb30BaTerb, NOAKTHOYEHHbIN
K HegoBepeHHoMy nopTy 1/0/1 nporpammel, nonyyvaet IP-HacTpoukn yepes DHCP, IP-agpec
knueHTta 1.1.1.5. DHCP-cepBep 1 W03 NOOKIMOYEHbI K JOBEPEHHBIM MopTamM MNporpamMmbl,
1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noymbilneHHUK Mac-BB, noaknioyeHHbIn K HegoBepeHHOMY
nopty 1/0/1 nporpammel, neiTaetca nogaenats DHCP-cepsep (nockinas naketel DHCPACK).
®dyHkuna DHCP Snooping Ha nporpamme 3dekTMBHO OBHApPYXUT M BNoKMpyeT Takowh Tun
ceTeBOW aTaku.

MNMocnenoBaTenbHOCTb HACTPONKM:

switch#

switch#config

switch(config)#ip dhcp snooping

switch(config)# ip dhcp snooping vlan 1

switch(config)#ip arp inspection vlan 1
switch(config)#interface ethernet 1/0/11
switch(Config-If-Ethernet1/1/0/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/1/0/11)# ip arp inspection trust
switch(Config-If-Ethernetl1/0/11)#exit

2.14. KondurypuposaHme NTP

2.14.1. BBegeHue B NTP

Mpotokon NTP (Network Time Protocol) BbINOMHAET CUHXPOHM3AUMIO XPOHOMETpaXka B
LAN/WAN-ceTax mexay pacrnpeaenéHHbIMK cepBepaMmn BPEMEHN U KITUEHTAMN C TOYHOCTLIO
00 Munnucekyna. Peannsauus npoTtokona onuceiBaeTcs ctaHgaptom RFC 1305.

Llenbto ncnonb3oBaHusa npotokona NTP ABnseTcs coxpaHeHWe NMOCTOSHHOIMo XpoHOMeTpaxa
Ha BCex CceTeBbiXx ycTpoucTBax pnnst obecneyeHus 3PEOEKTUBHOIO (PYHKLMOHUPOBAHMWS
PasnnYHbIX NPUITOXEHUIA, UCNONb3YIOLNX TOYHYHO CUHXPOHU3ALMIO BPEMEHM.

2.14.2. NMpumep ncnonb3oBaHus NTP

KnueHTckas nporpamma CUHXPOHU3NPYET BPEMSI C CeTEBbIM CEPBEPOM BPEMEHMU, KOTOPbIX B
nokanbHou ceTn Haxoautcsa asoe. OQMH cepBep BpeMEHU UCMONb3YeTCs B KavyecTBe XOCTa,
OpPYron HaxoguTcs B pexume oxmaaHus. Ha pucyHke 18 nokasaH npouecc CUHXpOHM3aumm
nporpamMmmbi.

-~ 1P:192.168.1.11

<= — Network
\/
Switch A . IP:192.168.1.12

A w1 Switch C

' IP:192.168.2.12
Switch B. —

\/.
IP:192.168.2.11

PucyHok 18. lNpouecc CUHXpOHU3auumn nporpammei

Network
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LWarn koHdurypaumm crnegytowme:

(Switch) (Config)#sntp client mode unicast
(Switch) (Config)#sntp server 192.168.1.12

(Switch) (Config)#clock timezone 3 minutes 0

2.15. KondumrypuposaHume SYSLOG
2.15.1. BBepeHue B SYSLOG

CucTteMHble coobLeHms obecrneynBatoT ynpasnsieMblii BbiBoA Hanbonee BaxHoMMHGopmaLuu,
KoTopass MOXeT ObiTb 3(PEeKTMBHO OTUMLTPOBAHA 3a CYET MCMOMb30BaHUA Pa3BUTbIX
cpeacTB knaccudukaumm uHdopMaumu. B codyeTaHun ¢ nporpamMmoli  OTnagku, BbiBOA
CUCTEMHbIX COOOLLUeHNA obecrneymBaeT ANA  aAMUHUCTPATOPOB U pa3paboTymkoB
BCECTOPOHHIOK NOAAEPKKY MO MOHUTOPUHIY U ANArHoCTUKe npobrnem B ceTw.

BbIBOA CMCTEMHBIX COOOLLEHMI NPOrpaMMbl NO3BONSET:
e fepefaBaTb CUCTEMHbIE COOBLLEHNSA MO YEThIPEM HaNPaBeHUAM: Ha KOHCONb,
TepmuHan Telnet, Dumb-tepmunnHan (moHunTop), logbuf n loghost;
e pasfensTb UHOPMALMIO CUCTEMHBIX COODLLEHUA B 3aBUCUMOCTUN OT €€ 3HaYMMOCTM
Ha YeTbIpe YPOBHS M OCYLLECTBATL (hmnbTpaLmio nHdopMaLumn No YpoBHAM;
e CTpPYKTypmpoBaTb MHGPOPMALMIO CUCTEMHBLIX COOBLLEHUN MO pPas3nUYHbIM
MOAYNSIM-TOYHUKAM W OCYLLECTBNATE oMnbTpaumnio MHopMaummn no Mogynsam.

B HacTosiwee BpeMsi CUCTEMHble COOOLUEHUS MnporpaMmaa MOXHO BbIBOAWUTb MO MATM
HanpaBneHnsaM (NOrM4YecKnM KaHanam):

e Ha NnoKanbHy KOHCOMb Yepes nopt Console;

e Ha yganeHHbln TepMmuHan Telnet- unu Dumb-TepMuHan, ucnonb3yemble Ans
yAaneHHow aKcnnyaTauumn n obcnyxmBaHus;

e Ha 3aKkpenneHHbIn bydep oTyeTOB UK B ByhepHyo NamsaTb NporpaMmbl, pasmep
KOTOpPOW AOCTATOYEH OS5 XpaHEHMST MIHOPMaLNN CUCTEMHbBIX COOOLLEHWI;

e Ha CKOHUIypUpPOBaHHbIA XOCT CUCTEMHbLIX coobulenni (loghost). Cuctema cosgaHus
CUCTEMHbIX COOBOLLEHUI ByaeT HaNpPsIMyto OTNPaBNATb CUCTEMHbIE COOOLLEHMS Ha
loghost n coxpaHsaTb UX Ha 3TOM XOCTe B Buae dhanna, n3 Kotoporo no TpeboBaHuto
NHGOPMaLMA MOXET ObITb M3BMEYEHa ANs NpocMoTpa.

2.15.2. NMpumep HACTPOMKM BbiBOAA CUCTEMHbIX COOOWEHUMA HaA yAaneHHbIN
SYSLOG-cepBep

Myctb npu ynpaenenun VLAN IPv4-agpec nporpammbl paseH 100.100.100.5, a IPv4-agpec
yOaneHHoro cepsepa cucTeMHbix coobuwieHnn paBeH 100.100.100.1. TpebyeTtcss nocnatb
CUCTEMHbIe COOBLLEHNSA Ha ATOT CepBepP U COXPaHUTb UX B 060pyAOBaHUN 3anMCU CUCTEMHbIX
coobLeHnn.

switch(config)# logging syslog
switch(config)# logging host "100.100.100.1" ipv4 514 info
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2.16. KOH®UTI'YPUPOBAHUE ACL

2.16.1. BBegeHue B ACL

Cnuckn ynpaeneHuns goctynom ACL (Access Control List) — aTo MexaHuam unbTpaumm
nakeToB, WCMNOMb3yeMbIl MNporpaMMon Ana ynpaBneHns ceTeBbiM TpaukoM nyTem
paspeLleHns unu sanpeTa NPOXoXKAEeHUS ero Yyepes nporpamMmmy, YTO 3HAYMTENBbHO MOBLILIAET
6esonacHocTb ceTu. [Nonb3oBaTtenb MoOXeT 3agaTb Habop npasBun 06paboTknm nakeTos,
HECYLNX TY UMM UHYHD KOHKPETHYH WMHopmaumio, B KaXKAOM NpasBuiie ykasaHbl onepaumu
(paspewmnTb UnNKn 3anpeTuTb NPOXOXAEHNE NakeTa), KOTopble HeOBXo4MMO MPUMEHUTb, ECNK
oBGHapy>XeHO, YTO NakeT COAEepPXXUT COOTBETCTBYHOLLYI MHOopmaumio. [Nonb3oBatenb MOXeT
NPUMEHSATb 3TW NpaBuna K BXOALWNM N UCXOLALUM NOTOKaM NOPTOB, NMPU 3TOM NOTOKU AaHHbIX
COOTBETCTBYIOLLMNX HanpaBreHui B 3a4aHHOM MopTy B6yayT yooBNeTBOPSATb HAa3HaYeHHbIM 44
Hux npasunam ACL.

Cnucok poctyna — 3TO NocnegoBaTenbHOCTb YCNOBWUIW, COOTBETCTBYIOLUUX KOHKPETHOMY
npasuny. Kaxgoe npaBunio CoaepXuT (UAbTPYIOLWYIO MHAOPMaUMIO U BbIMOSHAEMYHO
onepauuto. MHdopmauma npasmna npegcrasnseT cobon KomOmMHaLMo YCnoBuin BO3AENCTBUS,
Hanpumep, IP-agpeca UcTtoyHnka n HasHaveHus, Homep IP-npoTtokona n TCP-nopta. Cnucku
JocTtyna moryT ObiTb KnaccnrumMpoBaHbl N0 CREAYOLLMM KPUTEPUSIM:

Kputepun Ha ocHoBe dunbTpyowen uHdopmaumm: Cnucok pgoctyna no |IP-agpecam
(MHdbopmauus ypoBHA 3 u Boree BbICOKMX YPOBHeW), cnvcok goctyna no MAC-agpecam
(MHdopMmauusa ypoBHSA 2), cnMcok gocTtyna Ha ocHoBe MAC- IP-agpecos (ypoBHY 2 unu 3, nnbo
Boree BbICOKUE YPOBHM).

Kputepuin CnoXXHOCTM HaCTPONKW: CTaHAapTHas, paclumpeHHas HacTpowka. Npu paclumpeHHon
HacTpoKke npumeHsieTcs bonee cneuuduyeckas ounbTpyowast UHopMaLums.

KpuTepun Ha ocHoBe HOMeHKNnaTypbl: 1o HoMepam, Mo MMeHaM.
B cogepxaHun cnvcka goctyna OOMMKHbI OblTb OTpaXeHbl TpU acnekTa, NepeyncrieHHble Bbille.

NmeeTca Bcero paBe onepaumuM CMNMCKOB [JocTyna (OHM >Xe SABMSATCA onepaumsimu,
Ha3Ha4YeHHbIMWU Mo yMon4yaHuo): “permit” (paspewmntsb) 1 “deny” (3anpeTntb). MNMpuMeHsaOTCA
cnepywwme npasuna:

Cnmcok pocTyna MOXEeT cogepxaTb Heckonbko npasun. [lpy  cdunbTpaumm nakeTbl
NPOBEPSIOTCS HA COOTBETCTBME YCMNOBUSM MpaBuil, HaunHasa ¢ nepsoro. Ecnu npu nposepke
onpefeneHHoro npasuna LOCTUraeTcs  COOTBETCTBME, OCTamnbHble nNpaBuna  He
obpabaTtbiBatoTCsl, OHM UTHOPMPYOTCS.

Onepaunn, onpeaeneHHble rnobanbHO, MNPUMEHSAIOTCS B MNOpTax TOMbKO K BXOAALLMM
IP-naketam. [na IP-nakeToB, He SBNSKOLWMXCS BXOAALWMMKU, a TaKKe ONst BCEX WUCXOOALLMX
nakeToB, onepaumen, HasHa4eHHOM No yMon4vaHuio, senseTcs “permit”.

2.16.2. NMpumepbl KOHUrypmupoBaHusa ACL

Monb3oBaTenb NpeabsaABnseT cregylowmne TpeboBaHMst K KOHUrypupoBaHuto: nopt 1/10
nporpammbl  npucoegnHeH Kk cermeHty 10.0.0.0/24, wcnonb3oBaHve FTP-npoTtokona
HexxenaTtenbHo.

LWarn koHdurypaumm cnegyrowme:

3. CospgaTb cooTBETCTBYHOLWMIN cnncok goctyna ACL.
4. HacTtpouTb yHKUNIO hunbTpauum nakeTos.
5. TlpmuBsasaTtb cnncok goctyna ACL K nopTy.

MpuMepbl HACTPOWKN:
3anpetntb nepegady FTP-nakeToB, NpuHUMaeMbIx Ha nopT 1/0/2
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(Switch) (Config)#ip access-list ftp

(Switch) (Config-ipv4-acl)#deny tcp any eq ftp any
(Switch) (Config-ipv4-acl)#exit

(Switch) (Config)#interface 1/0/2

(Switch) (Interface 1/0/2)#ip access-group ftp in 1
(Switch) (Interface 1/0/2)#texit

3anpeTuTb nepegady nobbix NakeToB ¢ agpecom uctovHmka 00:11:22:33:00:01 npuHMMaeMbIx
Ha nopT 1/0/1

Switch) (Config)#mac access-list extended src_mac

(Switch) (Config-mac-access-list)#deny 00:11:22:33:00:01 00:00:00:00:00:00 any
(Switch) (Config-mac-access-list)#permit any any

(Switch) (Config-mac-access-list)#exit

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#mac access-group src_mac in 1

(Switch) (Interface 1/0/1)#exit

3anpetntb nepegadvy nakeTtoB c |IP-agpecom HasHayeHus 10.1.1.10 npuHMMaeMbix Ha MopT
1/0/10

(Switch) (Config)#ip access-list dest_ip

(Switch) (Config-ipv4-acl)#deny ip any host 10.1.1.10
(Switch) (Config-ipv4-acl)#permit ip any any
(Switch) (Config-ipv4-acl)#exit

(Switch) (Config)#interface 1/0/10

(Switch) (Interface 1/0/10)#ip access-group dest_ip in 1
(Switch) (Interface 1/0/10)#exit
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3. YNPABINEHUE NMPOMPAMMOM

3.1. BapuaHTbl ynpaBneHus

Ona ynpaBneHuss HeobOxoammo HacTpouTb nporpammy. [porpamma obecneunBaeT ABa
BapuaHTa ynpasneHus: sHenonocHoe (out-of-band) unn sHyTpmnonocHoe (in-band).
3.1.1. BHenonocHoe ynpaBrneHue

BHenonocHoe ynpaeneHue — 3T0 yrnpaBneHue Yepes KOHCOSbHbIN MHTepdelic. BHenonocHoe
ynpaBfieHne B OCHOBHOM MCMONb3yeTcs AN HavanbHOro KOHMUrypuMpoBaHUS NporpamMmbl
nnMbo, Korga BHYTPUMOMOCHOE YynpaBreHue HedoCTynHo. Hanpumep, nonb3oBaTteflb MOXET
Yyepes KOHCOJbHbI NOPT NpucBouTb Nporpamme IP-agpec ans goctyna no Telnet.

Mpouenypa ynpaeneHusi NporpaMmmMon Yepes KOHCOSMNbHbIA MHTepdENC, onucaHa HUxXe:

War 1: [MogknoynTb NepCcoHanbHblA KOMMbIOTEP K KOHCOSNbHOMY (CepuirHOMy) nopTy
nporpammei.

MoakntoyeHme MK Kk KOHCONBHOMY MOPTY NPOrpamMmMbl NokasaHo Ha PucyHok 19.

MopkntoyeHue K
CepUIHOMY NOpTY

PucyHok 19. MNogkntoveHune MK k KOHCONbHOMY NOPTY NpOrpamMmebl

Kak nokasaHo Bblwwe, cepuiiHbii nopT (RS-232) NOAKMOYEH K MporpaMMe 4Yepes3 CEepUnHbLIN
kabenb. B Tabnuua 2 ykasaHbl Bce YCTPONCTBA, UCNOMb3YHOLLMIACS B MOAKIOYEHUMN.

Tabnwuua 2. YCTponcTBa, NCNOSb3yoLwmecs B NOAKMIOYEHNN

Ha3BaHue OnucaHue

ycTpoucTBa

lMepcoHanbHbIN MmeeT doyHKUMOHanNbHYO KnaBsnaTypy n nopt RS-232, ¢

komnbtoTep (PC) YCTaHOBMEHHbIM 3MYIATOPOM TEepMUHaNa, TakuM Kak
HyperTerminal, Bxogawwmin B komnnekt Windows
Ox/NT/2000/XP.

Kabenb cepuiiHoro OanH KoHeL nogkn4yaeTcs K cepunHomMy nopTty RS-232, a

noprta APYron KNopTy KOHCONW.

Mporpamma TpebyeTcs paboTatowmim KOHCONbHbINA MOPT.
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LWar 2: BknoyeHne n HacTponka HyperTerminal.

Mocne ycTtaHOBKM coeguHeHus, 3anyctute HyperTerminal, Bxogawmii B komnnekt Windows.
Mpumep, npuBeaeHHbIN ganee, ocHoBaH Ha HyperTerminal Bxogsawun B komnnekt Windows
XP.

1. Haxmute «[llyck» (Start menu) — Bce nporpammbl (All Programs) — CtaHgapTHble
(Accessories) — Cesasb (Communication) — HyperTerminal.

Ha PucyHok 20 PucyHok 20. 3anyck HyperTerminalnokasaH 3anyck HyperTerminal.

% windows Update
@ Brifiop Nparpa Mo YMONUaHAO

5 Kartanor Windows

@ 2ruc
@ 7zp
[ Colasoft Packet Builder 1.0
[7 Filezila FTP Client

[7 Foxit PDF Editor

[ Foxit Reader

[F) haneWIN Software

IfT) Pasenevenna »

=,

[T Kiwi Enterprises & Cease » | B HyperTerminal
@ K-Lite Codec Pack. @ CnyxebHele » ;2 MacTep 6ecnposoaHoi ceTh
I Microsoft Office IF) CneunansHbie BosMOXHOCTH » Il % Macrep HacTporiki ceTi
@ Nero w Paint E MacTep HOBBIX NOAKAHOHEHHH
7 QuickTime [A wordpad & Ceresbie noaknroueHna
(’e Viivepher @ VideoLAN ') AapecHan KHWra
Internet Explorer \@ VMware 3 BnokHoT

\) InexTponHas nouta | [F) WinDjview & 3nakomcTeo ¢ Windows XP

v Microsoft Office Outlook| @ WiidGHS e E RIRETATED
MpourpeieaTent Windo @ WinPcap BN Komananaa cTpoka
Meds @) winRAR
3HakoMcTEO C Windows @ ABTO33rpY3Ka
\@ Wrpe!
rﬁ CTaHASPTHEIE

BN Adobe Reader X

fé Internet Explorer
@ Windows Movie Maker
47 Windows Search

Bl wireshark

@ MpourpeisaTtens Windows Media
Bce nporpanmer B | o Y A3NEHHBIA NOMOWHHK

—
W3 cHCTENMb! [@ | BLIKNKOUeHHE

©) MacTep COBMECTHMOCTH NPOrpaMHt

W Moaknrouenye K yaaneHomy pafiouery cTony

©
)
)

13 Mposoannk

<@l ) Mactep nepeHoca daring

Il vy v v v v v v vy v v v v v v vv vv v w

napaMeTpos 9 Cxponmsauna

PucyHok 20. 3anyck HyperTerminal

2. Habepute nmsa gns sanyweHHoro HyperTerminal, Hanpumep, «Switch».Ha PucyHok 21
nokasaH 3anyck HyperTerminal.
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Onucanue Nnogxawye HUA 9 @

_, Hoeoe nogknioveHue

Beeaure HasBaHWe NOAK MOYEHWA U Bblﬁepme ANA HErO SHAYOK!

HazsaHue:
Switch |

S3HayoK:

[ 0K ] [ OtmeHa J

PucyHok 21. 3anyck HyperTerminal

3. B Bhinagatowem meHo «llogknoyeHne» Bbibepute, cepunHblii NopT RS-232 kOTOPLIN
ncnonedyetcsa PC, Hanpumep, COM1 1 HaxmuTe «OK». Ha PucyHok 22 nokasaH 3anyck
HyperTerminal.

[MoaxnwueHue @

% Switch

Beeaure cBEAEHWA O TENEPOHHOM HOMEDE!

CTpaHa uau pervoH: oo ]

Koa ropoaa: [ }
Homep Tenegona: [ ’
H
Moaknouareea DM1 VT;
e

[ 0K ]L OtmeHa ]

PucyHok 22. 3anyck HyperTerminal

4. Hactponte csorictea COM1 cnegyowmum obpasom: Bbibepute ckopoctb «115200»
ans «Baud rate»; «8» gna» Data bits»; «none» ansa «Parity checksumy; «1» gnsa
«stop bit»; «none» ansa «traffic control»; nnn Bol MoxeTe HaxaTb» Restore defaulty, a
nocrne Haxatb «OK».

Ha PucyHok 23 nokasaH HyperTerminal.
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Croicrea: COM1

[ MapameTpb nopTé ‘

CropocTb [6ur/c) L

YnpaeneHue NoToko

= r
C CEN

Burbl aaHHel: | 8
= =
YetHocte: | Her v |
; :

Cronosble Gurer | 1

[ BoccTaHoBuTE yMonyaHua ]

[ ok

] [ Ormena ] [ ﬂpumeHm’b]

PucyHok 23. HyperTerminal

LWar 3: BbizoB komaHgHoro nHtepdenca (CLI) nporpaMmmbl.

BkrnitounTe nporpammy, nocre 4yero criegyromne coobLueHnst nossaTca B okHe HyperTerminal —

3TO PEXUM KOHUIrypaLum Ans NporpaMmbl.

Switch>

Tenepb MOXHO BBOAWUTb KOMaHAbl ynpaBreHust nporpaMMoi. [leTtanbHoe onucaHue KoMmaHz

NpVBEAEHO B Nocneayowmnx rnasax.

3.1.2. BHyTpMnonocHoe ynpasrieHue

BHyTpunonocHoe ynpasneHne OTHOCUTCS K ynpaBneHnto NOCPeACcTBOM OCTyrna K nporpamme
cucnonb3oBaHuem Telnet, unn HTTP, a Takke SNMP. BHyTprnonocHoe ynpaeneHue BKkoYaeT
YyHKUMM ynpaBneHnst NporpaMmmbl AN HEKOTOPbIX YCTPONCTB, MNOOKIMIOYEHHbIX K HEMY. B Tex
cny4asix, Korga BHyTPUNOMOCHOE yrnpaBneHne n3-3a U3MEHeHNN, CAenaHHbIX B KOHUrypauum
nporpamMmmebl, paboTtaeTt co cboamn, Ana ynpaBneHns n KOHPUrypupoBaHNSa NporpamMmmbl MOXKHO

Mcnosib3oBaTb BHEMOJIOCHOE ynpaBlieHne.

3.1.2.1. YnpaeneHue no Telnet/SSH

Y1066l ynpaBnaTe nporpammon no Telnet/SSH, AomXKHbI BbINONHATLCA Cregyowme yCrnoBus:

1. Tlporpamma gomkeH uMeTb CKOHUrypmpoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (Telnet/SSH-knueHT) n VLAN-unHTEpdenc nporpammbl 4OMKHbI UMETb
IPv4/IPv6-agpeca B OQHOM CErMEHTE CeTW.
3. Ecnu BTOpOM NYyHKT He MOXeT ObiTb BbINOSMHEH, Telnet/SSH- knueHT gormkeH ObiTb

noaKMoYeH K
mMapLupyTU3aTop.

IPv4/IPv6-agpecy nporpaMmmbl

C Jpyrux YCTPOWUCTB,

TakKnx Kak
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Mocneayowue warn onucbiBatoT nogkntodeHne Telnet/SSH-knueHTa Kk nHTepgency VLANL
nporpammel nocpeacteom Telnet/SSH (npumep agpeca IPv4).

Ha PucyHok 24nokasaHo ynpasneHue nporpammon rno Telnet/SSH.

MopknioyeHue
yepes kabenb

PucyHok 24. YnpasneHue nporpammon no Telnet/SSH
lWar 1: Hactporka IP-agpecoB Ona nporpammbl M 3anyck dyHkumn Telnet/SSH Server B
nporpamMmme:

o [lepBbiM genom naet HacTporka IP-agpeca xocta. OH JOMKEH BbITb B TOM Xe
cermeHTe ceTu, 4to 1 IP-agpec VLAN1-uHTepderica nporpammel. [pegnonoxum, 4to
IP-agpec nHtepdenca VLAN1-nporpammbl 10.1.128.251/24. Torga IP-agpec xocTa
MoXeT 6bITb 10.1.128.252/24. C nomoLbio kKomaHgbl «ping 10.1.128.251» MoxHO
npoBepuTb AOCTyMHanporpaMmmMa unu Her.

o Komangpbl HacTponkn IP-agpeca ansa nntepdgenca VLANL ykasaHbl Huxe. [Nepeq
nNpUMeHeHeM BHYTPUMOMOCHOIO ynpasneHus IP-agpec nporpaMmmbl AOSmMKeH ObiTb
HacCTPOEH NOCPeACTBOM BHEMOSOCHOIO ynpasneHuns (Hanpumep, yepes nopt Console).
KomaHabl KOHUIyprpoBaHus cneayrowme (ganee cu4nTaeTcs, YTo BCe npurnalleHns
pexunma KOHOUrypnpoBaHUs NporpaMmmbl HAUNMHAKOTCS CO croBa «switch», ecnu
OTAENbHO HE YKa3aHO MHOrO).

Switch>

Switch>enable

Switch#vlan database

Switch (Vlan)#vlan routing 1

Switch (Vlan)#exi

Switch #configure

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0

Ona aktmBaumn dyHkuumn Telnet/SSH- cepBepa nonb3oBaTenb AOMKEH BKMNOYUTL €€,Kak
NMOKa3aHO HUXe:

Switch>enable

Switch# ip telnet server enable
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Switch# ip telnet port 23

Switch# show telnetcon

Remote Connection Login Timeout (minutes).................... 5
Maximum Number of Remote Connection Sessions.......... 4
Allow New Telnet SESSIONS. ......covvveeeiiieeiiiiiiee e Yes
Telnet Server Admin Mode.........ccooviieiiiiiiiiiiiie e Disable
Telnet SErVer POI .. .. oo 23

(switch) (Config)#crypto key generate rsa
(switch) (Config)#crypto key generate dsa
(switch) (Config)#exit

(switch) #ip ssh server enable

War 2: 3anyck nporpammbl Telnet Client

Heobxognmo 3anyctutb nporpammy Telnet-knneHt B Windows ¢ ykasaHuem agpeca xocta. Ha
PucyHok 25 nokasaH 3anyck nporpammbl Telnet-knveHT B Windows.

Run @

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | telnet 10.1.128.251] v

[ OK H Cancel J[ Browse...J

PucyHok 25. 3anyck nporpammsbl Telnet-knuent B Windows.

War 3: Monyuntb gOCTyN K NporpaMmme.

[ns Toro 4to 6Gbl NONYYMTL AOCTYN K KOHurypauumn vepes uHtepdenc Telnet Heobxogumo
BBECTWN OOCTOBEPHbIN norvH (login) n naponb (password). B npoTuBHOM criydae B AOCTyne
OyaeTt oTkaszaHo. ATOT MeToA noMmoraeT nsbexartb HeaBTOPM3OBAHHOIO MNOMYYEeHNSA AOCTYyNa.

[lna poctyna B NpMBenmnrepoBaHHbIA pexxum HeoOGXoAMMO 3a4aTh YPOBEHb NpuBMnerin 15.

JonycTnm, aBTOpU3OBaHHbLIA Morb3oBaTenb uMeeT uMa «test» u naponb «test», Torga
npoueaypa 3agaHusa UMeHn 1 naponsa anga goctyna no Telnet:

Switch>enable

Switch#config

Switch#username test level 15 password
Enter new password:****

Confirm new password:****
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Mocne BBOA4A UMeHM K Napons Ansa uHtepdenca KoHpurypuposanus Telnet, nonb3oBaTenb
CMOXeT BbI3BaTb KOMaHOHbIN uHTepcenc CLI  HacTponku nporpammel. KomaHabl,
ucnonb3yemble B KOMaHOHOM MHTepdence Telnet CLI, koTopble CTaHOBATCA JOCTYMHbI NOcrne
BBOAA UMEHU M Naporsl — Te e camble, YTO U B KOHCONMbHOM MHTepdence. Ha PucyHok 26
nokasaHa HacTpowka Telnet-uHTepdenca.

o C:\WINNT! system32\telnet.exe T

login:test
passuword : e

SWITCH>

PucyHok 26. Hactpowika Telnet-untepdeiica

3.1.2.2. YnpasneHue yepe3 HTTP

YUTtobbl ynpaenaTb nporpaMmmon yepes Beb-uHtepdenc gomkHbl ObiTb BbINOMHEHbI CriegyoLlimne
yCroBus:
1. lNporpamma JOrmkKeH MMeTb CKOHUrypuposaHHbin IPv4/IPv6-agpec.
2. IP-agpec xocta (HTTP-knueHT) n VLAN-nHTepdenc nporpammbl, AOMKHbI UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETW.
3. Ecnu BTOpPOM NYHKT HE MOXET ObiTb BbINOMHEH, HT TP-kNnneHT gomkeH OblTb NOOKIIOYEH
K IPv4/IPv6-agpecy nporpammbl C 4pYyrMx yCTPOWUCTB, TakMX, Kak MapLUpyTn3aTop.
Kak n B ynpaBneHun nporpammon 4depes Telnet, kak Tonbko ygaeTtcs ping/ping6-xocTta K

IPv4/IPv6-agpecam nporpamMmbl U BBOAUTCA MNpPaBUMbHBIN FIOTMH M Mapofilb, BO3MOXHO
nony4nTb JOCTYyN K nporpamme Yepe3 HTTP. Hike onmvcaH cnoco® HacTpOMKu:

LWar 1: HacTtpoiika IP-agpecoB Ansi nporpamMmmbl 1 3anyck oyHkumm HTTP-cepBepa.

O HacTtpoiike |IP-agpeca nporpamMmbl C MOMOLLIbIO BHEMOJIOCHOIO yNpaBneHus, CMOTPU rfaBy O
HacTponke Telnet-ynpasnexus.

LWar 2: 3anyck Be6-6pay3epa Ha xocTe.

Heobxogumo oOTkpbiTb Beb-6paysep Ha xocte u BBectu IP-agpec nporpammbl, wnm
HenocpeacTBeHHo 3anyctute HTTP-npotokon B Windows. Ha PucyHok 27 nokasaH 3anyck
HTTP-npoTtokona c IP-agpecom nporpammbl «10.1.128.251».
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Run ?X]

- Twpe the name of a program, folder, document, or
Internek resource, and Windaws will open it For vau.

[ 04 H Cancel H Browse...

PucyHok 27. 3anyck HTTP-npoTokona

Mpn obpaweHnn nporpammbl ¢ IPv6-agpeca pekomeHayeTcs ucnonb3oBatb Opaysep Firefox
Bepcumn 1.5 nnn nosgHee. Hanpumep, ecnu agpec nporpammbl 3ffe:506:1:2::3. Beeante agpec
IPv6-nporpammebl http:// [3ffe: 506:1:2:: 3], agpec obaszatenbHO AOMKEH ObiTb 3aKm4veH B
KBagpaTHble CKOOKM.

LWar 3: MNMony4eHne gocTtyna K nporpamMmme.

[Ona Toro 4tobbl nNony4nMTb JOCTYN KOHdUrypauum € wmcnonb3oBaHvem Beb-uHtepdeiica,
HeobXxoaMMO BBECTU JOCTOBEpPHLIN NorvH (login) u napone (password), B NPOTUBHOM criydae
OygeT oTkasaHo B 4OCTyne. ATOT MeTo nomoraeT nsbexaTb HeaBTOPM30BAHHOMO JOCTYNa.

[na pgoctyna B npvBenurepoBaHHbIN pexum Heobxoaumo 3afaTb ypoBeHb npusunervi 15.
Jdonyctum, aBTOpU30BaHHbIM NONb3oBaTenb MMeeT uMsa «admin» u naponb «admin», Toraa
npouenypa HacTpovKu cneayoLas:

Switch>enableSwitch#config
Switch#username admin level 15 password
Enter new password:******

Confirm new password:******

Beb-uHTepdeinc Bxoga nokasaH Ha PucyHok 28.

Ui Mame

Pasvacdd

PucyHok 28. Beb-uHtepdenc Bxoaa

BBeguTte OOCTOBEPHbIE MMSA MOSb30BATENSA U NAposib, 3aTEM Bbl MONAAETE B rMABHOE MEHH
HacTporku Beb-untepdenca.
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Beb-nHTEepdenic HacTporkm nopTa NokasaH Ha pUCYHke 29.

Edit Port Configuration

Interface 1/0/2

Admin Mode ® Disable Enable
Physical Mode Auto Negotiate v
STP Mode Disable ® Enable
LACP Mode Disable '® Enable
Link Trap Disable '® Enable
Maximum Frame Size 1518 (1518 to 9216)

Broadcast Storm Recovery Level ! Disable Enable 5 ® %
Multicast Storm Recovery Level ® Disable Enable 5 ® %

Unicast Storm Recovery Level ® Disable Enable 5 ® %

None
None

None

Submit

Cancel

PucyHok 29. Beb-nHtepdenc HacTponkm nopTta

MpvMeyvaHne: Npu HaCTPOKKe NPorpamMmmbl UMsi TPOrPaMMbl MULLETCS aHTTIMNCKUMK ByKBaMW.

3.1.3. Mpumep KoHUrypupoBaHua ayTeHTUPUKaUMM U aBTOpuU3auuMu AocTyna
ynpaBneHuo ¢ UCNoNb30BaHUeM LeHTpannM3oBaHHOM U NOKanbHOW 6a3bl.

(Switch) #enable password

Enter old password:

Enter new password:******

Confirm new password:******

(Switch) #configure

(Switch) (Config)#username admin level 15 password
Enter new password:*****

Confirm new password:*****

(Switch) (Config)#username user level 1 password
Enter new password:****

Confirm new password:****

(Switch) (Config)#radius server host auth 10.1.1.10
(Switch) (Config)#radius server key auth 10.1.1.10
Enter secret (64 characters max):*****

Re-enter secret:*****

(Switch) (Config)#aaa authorization exec default radius local
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(Switch) (Config)#aaa authentication login default radius local
(Switch) (Config)#aaa authentication enable default radius enable
(Switch) (Config)#aaa authentication login "networkList" radius local

(Switch) (Config)#show authentication methods

Login Authentication Method Lists

defaultList : radius local
networkList : radius local

Enable Authentication Method Lists

enableList . radius enable
enableNetList . enable deny

Line Login Method List  Enable Method List

Console defaultList enableList
Telnet networkList enableList
SSH networkList enableList
HTTPS - local

HTTP > local

DOT1X

(Switch) (Config)#show authorization methodsCommand Authorization Method Lists

dfltCmdAuthList none

Line Command Method List
Console dfitCmdAuthList

Telnet dfltCmdAuthList

SSH dfltCmdAuthList
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Exec Authorization Method Lists
dfltExecAuthList : radius local
Line Exec Method List
Console dfltExecAuthList
Telnet dfltExecAuthList
SSH dfltExecAuthList
48
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4. OBO3HAYHEHUA N COKPALLEHUA

o3y
no

ACL
ARP
ASN.1

BPDU

CLI
CoS
DHCP

EPROM

LACP

FTP
TFTP

HTTP

IGMP

MAC

onepatunBHOE 3anoMmHawulee YCTpOVICTBO

nporpammHoe obecneveHune
Access Control List (cnvcok KOHTponsa goctyna)
Address Resolution Protocol (npoTokon paspelueHusi agpecos)

Abstract Syntax Notation One (a3blk Ana onucaHua abCTpakTHOro
CVHTaKcuca AaHHbIX)

Bridge Protocol Data Unit (cdoperim npoTokona ynpaBreHusi CeTeBbIMU
mMocTtamu, IEEE802.1d)

Command Line Interface (MHCTpyKUMIA BBOAA-BbIBOAA)
Class of Service (cnocob ynpasneHusi Tpadukom)

Dynamic Host Configuration Protocol (npoTokon AvHamMuyeckown
KOHUrypauum xocTa)

Erasable Programmable Read Only Memory (knacc nonynpoBOLHUKOBbIX
3aNOMUHALWLMXYCTPOMUCTB A8 3anMcy MHdopmaumm)

NaoeHTudmkaTtop

Institute of Electrical and Electronics Engineers (MIHCTUTYT MHXEHEPOB MO
3MNEKTPOTEXHUKE N SNEKTPOHUKE)

Internet Protocol (npotokon NHTepHeT)
Internet Protocol version 4 (4eTBépTasn Bepcus nHTepHeT npoTtokona (IP))
Internet Protocol version 6 (uecTtas Bepcust MHTEpPHET npoTokona (IP))

International  Organization for Standardization (mexagyHapogHas
opraHu3aums n octaHgapTM3aumm)

Link Aggregation Control Protocol (npotokon pgns obbeguHeHus
HECKONbKNX (PM3NYECKMXKaHANoB B OAUH NOrMYECKNIA)

File Transfer Protocol (npotokon nepegayv ansnos)

Trivial File Transfer Protocol (npocton npoTokon nepegayv dannos ansd
nepBoHaYasnibHOM3arpy3kn 6e3g1UCKOBbIX pabounx CTaHLMN)

HyperText Transfer Protocol (npoTokon nepegaun rmMnNepTeKkCToBbIX
annos)

Internet Group Management Protocol (mexceTeBOon NPOTOKON ynpaBrieHus
rpynnamm)

Media access control (maHgaTHoe ynpaBneHue JOCTYNom)
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MIB -

MID -
MPLS -

NMS -
NTP -

QoS -
PAE -

PC -
RAM -
SNMP -

ToS -
TCP -
UbP -

VLAN -

WEB -

Management Information Base (6a3a pfgaHHbIX WHGOpPMaLMK
yrnpasreHus)

BCTpOEeHHasa (PyHKUKNA obpaboTkm CTPoK

Multiprotocol label switching (MHOoronpoTokonbHas KOMMyTauus no
MeTKaMm)

Network Management System (cuctema ceTeBOro yrnpasreHus)

Network Time Protocol (ceTeBor MPOTOKON ASI CUHXPOHM3aLUN
BHYTPEHHUX YacoB KOMMbKOTEPA C WCMNOMb30BaHMEM ceTen C
nepeMeHHON NaTeHTHOCTLIO)

Quality of service (kayecTBo obCnyXnBaHWs)

Physical Address Extension (pexum paboTbl BCTpOeHHOro 6rioka
yrnpaBneHnsi NamaTbio X86-COBMECTUMbIX MPOLLECCOPOB)

nepCcoHanbHbIN KOMMNbIOTEP
Random Access Memory (namsaTb C NPOM3BOSIbHLIM AOCTYMNOM)

Simple Network Management Protocol (npocTon NpoToKOos1 CeTeBOro
yrnpasrneHus)

Type of Service (ogHo 13 nonen IPv4-naketa)
Transmission Control Protocol (npoTokon nepefayv 4aHHbIX)

User Datagram  Protocol (MpoTokon  MNONb30BaTENbCKUX
aentarpamm)

Virtual Local Area Network (normdeckass  nokanbHas
BblYMCNNTENBbHAA CETb)

World Wide Web (pacnpegenéHHas cuctema, npegocTtaBnsioLlas
AO0CTYyN K CBA3aHHbIM MexXay cobon AOKyMEHTaM)
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5. ObWWAA NHPOPMALIUA

5.1. 3ameyaHusi U NpeasIoXKeHuns

Mol BCcerpa CTpeMUMCA ynydwnTb Hawy OOKyMeHTauuio 1 nomMmoYyb BaM pa6OTaTb nydule,
NO3TOMY Mbl XOTUM YyClnbillaTb BacC. Mol Bcerga panbl O6paTHOVI CBs131, B 0COOEHHOCTH:

e OLINDOKM B cOAEpP)KaHUU, HEMOHSATHbLIE UM NPOTMBOPEYallMe MecTa B TEKCTE,

e YAeu Mo ynyyweHuo 4oKyMeHTauum, 4Tobbl HaxoanTb nHdopmaumio bbicTpee;

e HepaboTaroLme CCbINKN N 3aMeYaHns K HaBuraumm no OKyMEHTY.
Ecnu Bbl XOTUTE HanMcaTb Ham MO NOBOAY AAHHOIO AOKYMEHTa, TO MCNONb3ynTe, NOXanymncra,
dopmMy obpaTHOM cBA3N Ha gtech.ru.

5.2. NapaHTNAa U cepBUC

Mpouenypa n HeobGxoanMbIE OEWCTBMS MO BOMpocam rapaHTum onucaHbl Ha cante QTECH B
pasgene «lNopgaepxka» —> « apaHTUNHOE O06CNYKMBAHNE ».

O3HakoMnTbCSt C MHCpOpMaLUMen No BonpocaM TECTUPOBaHUS 060pyA0BaHMS MOXHO Ha canTe
QTECH B pasgene «lNognepxka» —> «B3saTb 060pyaoBaHWe Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyto B Cry>0y cepBuca no aNeKTpoHHOM noyvte sc@aqtech.ru.

5.3. TexHn4yeckasi nogaepxka

Ecnn Bam Heobxoammo cogencteme B BOMpOCax, KacawLMxca Hawero obopygoBaHud, TO
MOXeTe BOCMOSb30BaTbCA Hallel aBTOMaTU3MPOBAHHOW CUMCTEMOW 3amnpoOCOB TEXHUYECKOrO
cepBuc-LUeHTpa helpdesk.qgtech.ru.

TenedoH TexHuyeckon nogaepxkn +7 (495) 797-33-11 pob. 0

5.4. OneKkTpoHHasa Bepcus AOKYMeHTa
[ata nybnukaumn 15.08.2022

https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_user_manual.pdf
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